BAO CAO
RANSOMWARE:XULY VA PHONG CHONG

Tén d6i: Drill_TTTTQuangNinh

Phase 1:

Sau khi m¢ cac file dinh kém, dit li¢u tai cac thu muc Desktop, Downloads,...
da bi thay doi:

T4t ca cac file déu bi ma hoa va ddi dudi thanh .bam!
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Du doan con duong ma doc 1y nhiém vao may tinh:
Thong qua viéc mo file doc va kich hoat Macro
Virut két néi t6i

http://118.70.80.143 (file 1)
http://118.70.80.143:4448 (file 2)



https://whitehat.vn/members/drill_ttttquangninh.64817/
http://118.70.80.143/
http://118.70.80.143:4448/

Phase 2:

C6 lap hién truong va phan tich, 1ay mau.

C0 lap hién truong:

Chi mo Port 3389 va déng tat ca cac Port khac

Phan tich va lay mau: lay vé file thuc thi cua ransomware.
Qua file “Dién tap ANM — 1.doc”:
http://118.70.80.143/ransomware.exe

Qua file “Dién tap ANM — 2.doc™:
http://118.70.80.143:4448/ransomware_tb.exe

Phase 3:

Phan tich va xir Iy cac thanh phan doc hai.

Phén tich hanh vi file ransomware:

Cac thu muc bi ma héa: Cac thu muc Downloads, Desptops va Documents.
Céc hanh vi khac ciia ma doc: Chinh sua noi dung trong Registry

Tao file ransomware trong thu muc C:/Windows/Temp/ransomware.exe
Xur ly cac thanh phan doc hai: Xoa Registry nay di

Xoba File ransomware trong thu muc C:/Windows/Temp/ransomware.exe

Phase 4.

Diéu tra nguoén tan cong va khéi phuc di liéu bi ma hoa

Céc thong tin vé nguon tan cong gom:

IP server chira ma doc: 118.70.80.143

Cac budc khoi phuc dix liéu:

Xba registry tai dia chi HKEY_CURRENT _USER/Software/whitehatdrill

Xoba File ransomware trong thu muc C:/Windows/Temp/ransomware.exe


http://118.70.80.143:4448/ransomware_tb.exe

Phase 5:

Phong chéng Ransomware bang phan mém Anti-virus

Thtr nghiém céac file dinh kém khi da cai dat Bkav Endpoint
Cac bién phap dé xuat dé phong chdng tan cong:

Cai dat Antivirus Software nhu BKAV, BitDefender

Up file lén total virut dé kiém tra



